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Your connection is not private
Attackers might be trying to steal your information from
192.168.1.100 (for example, passwords, messages, or credit cards).

NET:ERR_CERT AUTHORITY_INVALD
Back to safety

Help me understand

This server could not prove that it is 192.168.1.100; its security
certificate is not trusted by your computer's operating system. This
may be caused by a misconfiguration or an attacker intercepting
your connection.

I Proceed to 192.168.1.100 (unsafe) I
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Hardware version
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Kenet 51021

2302001463

1.0

1.10.0 build 23020529

4.14.81

Tue Feb 14 17:14:00 2023

Oh 25m 11s

0.00, 0.00, 0.00
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:Connected -
: Device -
: MAC address -

: Active Connections -

Network

IPv4 Upstream

Protocaol: Static address
Address: 192.168.1.100
Netmask: 255.255.255.0
Gateway: 192.168.1.1
DNS 1: 192.168.1.1
Connected: Oh 37m 41s

= Device: Ethernet Adapter: “eth0”
MAC address: AC9A:20:5D:0F.E6

Active Connections

IPvé Upstream
Protacal: Not connected

Address: =2

Gateway:

#| Device: -
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: Hostname -
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Active DHCP Leases

Hostname IPv4-Address

DESKTOP-VC413JT 192.168.1.220

MAC-Address Leasetime remaining

AD:8C:FD:DC:67:44 11h 13m 58s
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Active DHCPv6 Leases

Host

DESKTOP-VC413JT

IPv6-Address

fd3d:e996:d82b::1c0/128

DUID

000100012a697b1fa08cfddc6744

Leasetime remaining

11h 15m 30s
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Firewall

System Log

Realtime Graphs
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System

Services

Network

& 192.168.1.100 webui/admin/status/iptables.

Firewall Sta
IPv4 Firewall IPV6 Firewall
Table: Filter

Chain INPUT (Policy: DROP, Packets: 0, Traffic: 0,00 B)

Pits. Taatfic Target Prot. In

740 42155K8 ACCEPT a o

17902 193M8 input_rule al

13681 166 M8 ACCEPT al

1690 85.82 KB 5y f p

4221 7787 KB zome lan input &l &th
0 0008 et al

Chain FORWARD (Policy: DROF, Packets: 0, Traffic: 0.00 B)

Pis Traffic Target Prot. In
85 1959 KB forwarding _rule ail

0 aooe ACCEPT all
385 1959 KB lan forward alt

0 0008 eject all

Chain OUTPUT (Policy: ACCEPT, Packets: 0, Traffic: 0.00 B)

Pids. Tratfic Target Prat. In

Out Source Destination
00.00/0 00000
00.0.0/0 00000
00.0.0/0 00000
00.0.0/0 0000/0
0.0.0.0/0 00.00/0
00.0.0/0 00000

out Source Destination
0.00.0/0 00000
00000 0000/0
0.00.0/0 00.00/0
000.0/0 00000

out Source Destination

Reset Counters

Restan Firewall

etstate RELATEDESTABLISHED Hud

tep flaguOx17/402 w3

1hw3: Custom forwarding rule chain
etstate RELATEDESTABLISHED w3
1wl

w3

eSS 0,5 ik ol aS cwl iptables ocolitul 8,90 (28 i Jga

IPV4 FIREWALL 5 l5o! ¥-Y-Y

:A.JSQSAO\)LM‘LQLQ‘O owled gl Jgo ¥ 51 -

. Filter

038 1,8 ooliul 0550 (9,5 9 (509,9 slo

Ll 550 NAT Sloplass Jlos! jslaie a4y a5 ol Jgoz

: NAT




Sgei ol b oS5 header o 1) Sl olgie Jgom onl &b 5l - Mangle -
2SS Gl B e e L b wiSe ool 3 ) Sl ol Jgoz o] :Raw -
3,55 ams all _aladl LT state Ll
Qe 455 093y, o rule I 29,5 slaS o a5 aitea chain golows Jols Jga> 0 -
Bg &l )15 awgd b aiil sedwnw gt aS

Filter Jgo> Y-Y-Y-\

sl o LSS 55 sl Jgo 5| FILTER 2o

:Chain INPUT -

ol Firewall sgs o ol daie a5 sla atws 4 by yo

Chain INPUT (Policy: DROP, Packets: 0, Traffic: 0.00 B)
Plts. Traffic Target Prot. In Qut Source Destination Options
841 74.01 KB ACCEPT all lo & 0.0.0.0/0 0.0.0.0/0 Ifw3
2354  228.24 KB input_rule all * * 0.0.0.0/0 0.0.0.0/0 !fw3: Custom input rule chain
1677  174.95KB ACCEPT all & g 0.00.0/0 0.0.0.0/0 ctstate RELATED,ESTABLISHED w3
206 1046 KB syn flood tep * * 0.0.0.0/0 0.0.0.0/0 tep flags:0x17/0x02 w3
677 53.29 KB zone_lan_input all ethO S 0.0.0.0/0 0.0.0.0/0 fw3
0 Q.o00B reject all * * 0Q.00.0/0 0.0.0.0/0 w3

: Chain FORWARD -

WS o 5 Firewall 5l as ol atus 4y bgy ye

Chain FORWARD (Policy: DROP, Packets: 0, Traffic: 0.00 B)

Pkts.  Traffic Target Prot. In Qut Source Destination Options
48 244 KB forwarding_rule all £2 g 0.0.0.0/0 0.0.0.0/0 Ifw3: Custom forwarding rule chain
0 0.008B ACCEPT all * * 0.0.0.0/0 0.0.0.0/0 ctstate RELATED,ESTABLISHED 'fw3
43 244 KB zone_lan_forward all eth * 0.0.0.0/0 0.0.0.0/0 Hw3
0 0.008B reject all * * 0.0.0.0/0 0.0.0.0/0 Ifw3

: Chain OUTPUT -

o Firewall b o) lae a5 oo aiws 4 by o



13

Pkts.

841

2928

2151

Chain OUTPUT (Policy: ACCEPT, Packets: O, Traffic: 0.00 B)
Target Prot. In Out Source Destination Options
ACCEPT all & lo 0.0.0.0/0 0.0.0.0/0 w3
output_rule all * * 0.0.0.0/0 0.0.0.0/0 Ifw3: Custom output rule chain
ACCEPT all x E3 0.0.0.0/0 0.0.0.0/0 ctstate RELATED,ESTABLISHED w3
zone_lan_output all * ethl  0.0.0.0/0 0.0.0.0/0 w3

Tii

Traffic

74.01 KB

1.05 MB

1020.40 KB

5216 KB

Chainreject -

Chain reject (References: 2)

Phkts. Traffic Target Prot. In  Out Source Destination Options
0 0.008 REJECT tcp & E 0.0.0.0/0 0.0.0.0/0 Ifw3 reject-with tcp-reset
0 0.008B REJECT all * * 0.0.0.0/0 0.0.0.0/0 fw3 reject-with icmp-port-unreachable

Chain syn_flood -

Chain syn flood (References: 1)
Pkts. Traffic Target Prot. In Out Source Destination Options
208 1046 KB RETURN tcp & S 0.0.0.0/0 0.0.0.0/0 tep flags:0x17/0x02 limit: avg 25/sec burst 50 'fw3

0 0.00B DROP all * # 0.0.0.0/0 0.0.0.0/0 lfw3

Chain zone_lan_dest_ACCEPT -

Chain zone lan dest ACCEPT (References: 2)

Pkts. Traffic Target Prot. In Out Source Destination Options

825 54.59 KB ACCEPT all E3 eth0 0.0.0.0/0 0.0.0.0/0 fw3

Chain zone_lan_forward -

Chain zone lan _forward (References: 1)

Pkt Pro | Ou Destinatio .
< Traffic Target + n t Source n Options
48 2'4;' K forwarding_lan_rule all i A O'O‘C?'W 0.0.0.0/0 Hw3: Custom lan forwarding rule chain

ctstate DNAT fw3: Accept port farwar

0 0.00B ACCEPT all * * 0000/ 0.0.0.0/0
0 ds
one O CCEP
a3 2.{: K zo r,_\an_u_est_»’-\‘_‘__ al . 5 0.03].0/ 0.0.0.0/0 i3

Chain zone_lan_input -




Chain zone lan_input (References: 1)
P:t Traffic Target P;:o rln C;u Source Destinnatio Options
677 53'59 K input_lan_rule all & 5 D.Og.ﬂf 0.0.0.0/0 Mfw3: Custom lan input rule chain
0 0008 ACCEPT al 5 N 0.053.0; 0.0.0.0/0 ctstate DNAT !fWSS:Zcept port redirecti
677 53.;9 K z:!re_\ar_;‘c_ACCE:‘ al o o D.Og.ﬂf 0.0.0.0/0 w3

Chain zone_lan_output -

Chain zone lan output (References: 1)

Plts. Traffic Target Prot. In OQut Source Destination Options
77 52.16 KB output_lan_rule all & & 0.0.0.0/0 0.0.0.0/0 fw3: Custom lan output rule chain
T 5216 KB rone_lan_dest ACCEPT all * * 0.0.0.0/0 0.0.0.0/0 Ifw3

Chain zone_lan_src_ ACCEPT -

Chain zone lan src ACCEPT (References: 1)

Pkts. Traffic Target Prot. In Out Source Destination Options

677 53.29 KB ACCEPT all eth0 3 0.0.0.0/0 0.0.0.0/0 ctstate NEW UNTRACKED !fw3

NAT Jgox Y-Y-Y-Y

D el o..\.mJ—Suw)-’) sl Jj""’)‘ NATQ’“""

Chain PREROUTING -

Chain PREROUTING (Policy: ACCEPT, Packets: 1565, Traffic: 125.70 KB)

Pkts. Traffic Target Prot. In Out Source  Destination Options
1565  125.70 KB prerouting_rule all & & 0.0.0.0/0 0.0.0.0/0 fw3: Custom prerouting rule chain
1565 12570 KB zone lan_prercuting all eth0 i 0.0.0.0/0 0.0.0.0/0 w3

Chain POSTROUTING -
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Chain POSTROUTING (Policy: ACCEPT, Packets: 2168, Traffic: 144.99 KB)

Pskt Traffic Target P:o In  Out Source Dest:.lnatlo Options
1fw3: i i
2168 144];39 K postrouting_rule al . o 0.0.&).0,-’ 0.0.0.0/0 Ifw3: Custom pos;]trout\ng rule chai
2076 139.55K zone_lan_postroutin al . eth 0.0.0.0/ 0.0.0.0/0 w3
B g 0 0

Chain zone_lan_postrouting -

Chain zone lan postrouting (References: 1)

Pt Traffic Target Pro I Ou e Destinatio
s t. n t n

Options
2076 1 39i355 K postrouting_lan_rul

" all A A U.O.é].Of 0.0.0.0/0 Ifw3: Custom lan postrouting rule chai

n

Chain zone_lan_prerouting -

Chain zone lan prerouting (References: 1)

Pskt Traffic Target Ptro In  Qut Source Dest:\atlo Options
. e ) .
1565 125gU K prerouti r:egilanirul all - o U‘Dé].{)f 0.0.0.0/0 Ifw3: Custom lan :reroullng rule chai

: Raw 4 Mangle sl Jgo> Y-Y-Y-Y

A odalive LB 5555, 9529 D50 )0 (b sla Jsuz alis po b Joux

Table: Mangle

No chains in this table

Table: Raw

No chains in this table

IPV6 FIREWALL s g5z ¥-Y-¥

S oo oolainl s Lo isled gl Jga ¥ 51 -

S 59,5 ks gl a5 el iptables solaiwl 590 28,50 Jgo>  :Filter -

85 Se 1,8 ooliul 0550 (9,5 9 (699,9 slo

Sgei ol b S5 header (o, Sl lgie Jgo opl G,k 5l - Mangle -




2 S A ol ) L e oSy L b wiSes ooly3 | el oyl Jeoz ol :Raw -
5,515 ams elowl oladl T state Ll

Sg il isled JB s Jgax pl e 0,55, 9429 Dygo 0 ¢ (S8 Cond ali

Firewall Status

IPv4 Firewall IPv6 Firewall

Table: Filter Reset Counters  Restart Firewall

No chains in this table

Table: Mangle

No chains in this table

Table: Raw

No chains in this table

System Log cod Y-¥

A2 oo iolad 1) Jaue j0 0ol 5Ll slo codled sy b -
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Status System Log
9]
_ G Mon Feb 20 11:22:16 2023 kern.notice kernel: [  ©.000000] Linux version 4.14.81 (vahidgeskandar) (gec version 7.3.8 (0
flon Feb 20 1 & 2023 kern.info kernel: o Board has DDR2
o flon Feb 20 1 6 2023 kern.info kernel o analog PHU set to hu control
Firewall fon Feb 20 1 & 2023 kern.info kernel: o Digital PHU set to hu control
flon Feb 20 1 6 2023 kern.info kernel e SoC Type: MediaTek MT7685 ver:1 eco:2
- Hon Feb 20 1 6 2023 kern.info kernel a. bootconsole [carlye] cnabled
® il flon Feb 20 1 & 2025 kern.info kernel: o CPUG revision is: @0019655 (MIPS 24KEC)
Hon Feb 20 1 6 2023 kern.info kernel: a. IPS: machine is Kenet 51621
flon Feb 20 11:22:16 2023 kern.info kernel: o ctermined physical RAH map:
- Realtime Graphs flon Feb 20 1 6 2023 kern.info kernel o ] ‘memory: 05000000 § 00600000 (usable)
Hon Feb 20 1 6 2023 kern.info kernel: a. ] Initrd not found or empty - disabling initrd
(C] flon Feb 20 11:22:16 2023 kern.warn kernel e Primary instruction cache 64k8, VIPT, d-way, linesize 32 bytes
Hon Feb 20 1 6 2023 kern.warn kernel: o Primary data cache 32kB, 4-way, PIPT, no alisses, linesize 32
System Mon Feb 20 1 6 2023 kern.info kernel: ) one ranges:
D Mon Feb 20 11:22:16 2023 kern.info kernel: o Normal [mem FFFFEF]
= fon Feb 20 1 & 2023 kern.info kernel: o sble zone start for esch node
Services Fon Feb 26 1 6 2025 kern.info kernel o garly memory node ranges
e Hon Feb 20 1 6 2023 kern.info kernel: @.0000 node  @: [mem 0x@00000GE00000000-0x00ARR000RTF FFFFT
Network flon Feb 20 1 6 2025 kern.info kernel ©.000900] Initmem setup node © [mem @xPOBOBERVOGEO0CEE-OxCBOD00GEDT FFF
Hon Feb 20 1 6 2023 kern.debug kernel: [ ©.000068] On node 0 totalpages: 32768
flon Feb 20 1 6 2023 kern.debug kernel: [  ©.800000] free area init node: node ©, pgdat 50442180, node_mem map 510
flon Feb 20 1 s 1: [ e.co0000] Hormal ages used for memmap
fon Feb 20 1 6 [ ©.000008] Normal zone: @ pages reserved
flon Feb 20 1 6 [ ©.000000] Normal 32765 pages, LIFO batcl
Hon Feb 20 1 6 2023 kern.notice kernel: [  0.800008] random: get random bytes called from 0x8245572c with crng_in
flon Feb 20 11:22:16 2023 kern.debug kernel: [  ©.009000] pcpu-alloc: 50 r@ d32768 32768 alloc=1732768
Hon Feb 20 1 6 2023 kern.debug kernel: [ ©.0600000] pcpu-alloc: [0] &
fon Feb 20 1 6 2023 kern.info kernel: [ 0.080008] Built 1 zonelists, mobility grouping on. Total pages: 32512
Mon Feb 20 11:22:16 2023 kern.notice kernel: [  ©.090090] Kernel command line: consolesttysSo,115200 rootfstype=squashf
Hon Feb 20 1 6 2023 kern.info kernel: .000000] PID hash table entrics: 512 (order: -1, 2048 bytes)
flon Feb 20 1 6 2025 kern.info kernel entry cache hash table entries: 16354 (order: 4, 65536 bytes)
Hon Feb 20 11:22:16 2023 kern.info kernel: node-cache hash table entries: 8192 (order: 3, 32768 bytes)
flon Feb 20 1 & 2023 kern.info kernel: Writing ErrCtl register=008270eb
Hon Feb 20 1 6 2023 kern.info kernel: ] Readback ErrCtl register-000270eh
fon Feb 20 1 & 2023 kern.info kernel mory: 125028K/131072K svailable (3696K kernel code, 206K rud
flon Feb 20 1 6 2023 kern.info kernel . Order=0-3, MinObjects=a, CPUs=1, Nodes
Hon Feb 20 1 6 2023 kern.info kernel: 5
flon Feb 20 1 6 kernel ntc: using register map from devicetree
Hon Feb 20 1 6 ernel: CPU Clock: 550!
flon Feb 20 1 & kernel: timer_probe: no matching timers found
flon Feb 20 1 s kernel clocksource: MIPS OxFFFFFFFF max_cycles: OxFFFFFEEF, ma
fon Feb 20 1 & 2023 kern.info kernel: ] sched clock: 32 bits at 290HHz, resolution 3ns, ursps every 74
B Mon Feb 20 11:22:16 2023 kern.info kernel Console: colour dummy device 88x25
Mon Feb 20 11:22:16 2023 kern.info kernel: Calibrating delay loop... 385.84 BogoMIPS (lpj-1929216)
flon Feb 20 1 & 2025 kern.info kernel: pid max: default: 32768 minimum: 3ol
Mon Feb 20 11:22:16 2023 kern.info kernel: lount-cache hash table entries: 1024 (order: 8, 4896 bytes)
lian Esh 20 11:35:16 2823 kern infa kernsl: Lntonint-carhe hash tahle sateiss: 1004 faeder: 6 0pos hurs ¥
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Realtime Graphs cod Y-0
Realtime Graphs s,z Y-0-)

w20 oo Giulad |y Jaus jo 00l Jau g0, oo 5l Sledbl oy g0 4 -

DR

< C ¢ A Notsecurs  192.166.1.100/webui/admin/status/realtime PREE PO A

i

@
5$1021-6FD3 £uto Refresh 9n
(=]
@ Load Traffic Connections
Status
@ -
| e Realtime Load
(-] fra— 2m Im
Syste L
® ystem Log -
- Realtime Graphs .
C)
System 114
53]
Services
@
Network D57 |
(2 minute window, 3 second interval)
1 Minute Loag 208 Average 206 Peak 208
5 Minute Load 141 140 Peak. 141
15 Minute Load 068 Average 0.68 Peak 0.68

Realtime Graphs cwud sl Y-0-Y

pooad oS Clend Y5l

ol el adBo ¥V alols Jowe 6)155,0 jlade Sloges :Load -
o a0 Y alold jo Jawe ol alaxd S35 e loges : Traffic -
Joaue UDP 3 TCP Jlas! ;)l5s yloges  : Connection -

Load lsges Y-0-Y

sl glaado ¥V alold Jow o)155,0 Jlaas Jloged -



Load | Traffic ~Connections

Realtime Load

e
I

UNy|

1 Minute Load: 1.99
5 Minute Load: 1.95

15 Minute Load: 1.25

Average: 1.98
Average: 1.95
Average: 1.24

(2 minute window, 3 second interv:

Peak:

Peak:

Peak:

Copyright © 2020-2023, Teyf Pardazan Spadana Ci

Traffic lsges Y-0-F

ol daBo Vo alols o Joe ol alasd Sl ol jlogas

Lol sanlie B ethO 4 erspan0 o g0 ¥ 4

Load | Traffic | Connections
Realtime Traffic
erspan0 eth0
2in
{0 kBis)
4 kbiifs (0 kBs)
0 it (0 iBis)
Inbound 0 kbit/s
(0 kB/s)
Cutbound: 0 kbit/s
{0 kB/s)

I

Average: 0 kbit/s
(0 kB/fs)
Average: 0 kbit/s
(0 kB/s)

{2 minute window, 3 second interval)

Peak

Peak:

0 kbit/s
(0 kB/s)

0 kbit/s
(0 kB/s)
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Load | Traffic | Connections

Realtime Traffic

erspan0 eth0

A 2m

60 lwit's (5 kB3,

A0 kebidfs (5 k8s)

20 kbitfs (2.5 kBls)

Im

L

(2 minute window, 3 second interval}

Inbound 7.41 kbit/s Averags 4.53 kbit/s Peax 16.84 kbit/s
(0.93 kB/s) (0.57 kB/s) (2.11 kB/s)

Qutbound 21.42 kbit/s Average 18.34 kbit/s Peak 78.55 kbit/s
(2.68 kB/s) (2.29 kB/s) (9.82 kB/s)

Connection ,lsges Y-0-0

Jae UDP 3 TCP Jlas! )lue Hloges -

D5 g0 00ld Hioled 35 Jgdo Ojse 4 Oledbl ) i o2 -
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Load Traffic

Connections

Realtime Connections

This page gives an overview over currently active netwerk connections.

Active Connections

2

Ten

{2 minute window, 3 second interval)

UDP: 20 Avsrage 21 Peal 45
TCP: 13 Average 12 Peak 14
Other: o] Average 0 Peak o]
Network Protocol Source Destination Transfer
IPv4 TCP DESKTOP-VC413)T.1an:4915 $1021-0FE6.lan:443 14.78 KB (32 Pkts.)
IPv4 TCP DESKTOP-VC413)T.1an:4919 $1021-0FE6.lan:443 132.31 KB (21 Pkts.)
IPV4 TCP DESKTOP-VC413JT.lan:4917 51021-0FE6.lan:443 4.02 KB (19 Pkts.)
IPv4 TCP DESKTOP-VC413)T.lan:4925 $1021-0FE6.lan:443 4.00 KB (19 Pkts.)
IPV4 TCP DESKTOP-VC413JT.lan:4921 51021-0FE6.lan:443 3.99 KB (19 Pkts.)
IPv4 TCP DESKTOP-VC413JT.lan:4927 $1021-0FE6.lan:443 3.17 KB (12 Pkts.)
IPV4 TCP DESKTOP-VC413JT.lan:4926 51021-0FE6.lan:443 2.58 KB (16 Pkts.)
IPV4 TCP DESKTOP-VC413JT.lan:4916 51021-0FE6.lan:443 2.58 KB (16 Pkts.)
IPV4 TCP DESKTOP-VC413JT.lan:4924 51021-0FE6.lan:443 2.55 KB (15 Pkts.)
IPV4 TCP DESKTOP-VC413JTlan:4918 S1021-0FE6.lan:443 2.55 KB (15 Pkts.)
IPV4 TCP DESKTOP-VC413JT.lan:4914 51021-0FE6.lan:443 2.55 KB (15 Pkts.)
IPV4 TCP DESKTOP-VC413JT.lan:4922 S1021-0FE6.lan:443 2.55 KB (15 Pkts.)
IPv4 TCP DESKTOP-VC413JT.1an:4920 S$1021-0FE6.lan:443 2.55 KB (15 Pkis.)
IPV4 upp DESKTOP-VC413]T.lan:137 192.168.1.255:137 390 B (5 Pkts.)
IPv4 UDP $1021-0FE6.1an:33167 192.168.1.1:53 284 B (4 Pkts.)
IPV4 upp S1021-0FE6.lan:54662 192.168.1.1:53 284 B (4 Pkts.)
IPv4 UDP $1021-0FE6.1an:50602 192.168.1.1:53 213 B (3 Pkts.)
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LI _\G
51021-0FE6 System -

Status System isu slo Cead $-)

System

System o8 -

System

Adminitration Adminstration cw.3 -

Firmware Upgrade Fireware Upgrade Coomnd -

Backup / Restore

Backup / Restor cuud -

Reboot

Reboot ceod -

Services

Network

6 [ & $1021-0FE6 - System [ Ken: X | + Q _ O x
< C G System Properties P RBE R P> A =
@
B $1021-0OFE6 Auto Refresh On
[
Status System
@
— System Here you can configure the basic aspects of your device like its hostname or the timezone.
_ System
® Administration System Properties
- General Settings Logging
® Firmware Upgrade
Local Time Sun Feb 19 05:15:18 2023 ( Sync with browser )
@ Backup / Restore
Hostname S1021-0FE6
@ Reboot
Timezone uTc
Services
Network
Time Synchronization
Enable NTP client [
NTP server candidates 0.pool.ntp.org
1_pool.ntp.arg
2 pool.ntp.org
3 pool.ntp.org .I‘
Mo
v

System <8 F-Y
System 3,0 F-Y-)
S oo (i S |y b pb ¢ gloj adlaie aiile olSiws (g b Sledbl cwond ol o -

el oas LS5 15w V5l isw ol -



s Sl (559 : System Properties -

S sl pKan :Time Synchronization -

System Properties isv ,; f-Y-Y

ol 00y oSS Ceomd ¥l S opl -
B oledas : General Settings -

(s L 158 :Logging -

General Settings iz f-Y-Y-)

el oo JSCis 5 la old 51 -
e e :Local Time -

Gaess ) Joe b : Hostname -
(s JB) Sloj adlais : Timezone -

System Properties

General Settings Logging

Local Time Sun Feb 19 05:16:55 2023 ‘:_/-S";"ITC with bro‘-},ser-\_]l

Hostname 51021-0FE6

Timezone utc

Aoled pdals 56iS g5 50,556 Ly 0e5 Sl ddlaie wily o -
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Timezone utc
ASIATTASMKENT .
AsialTbilisi

AsiaTehran{ ]
Asia/Thimphu

AsialTokyo

AsialTomsk
Asia/Ulaanbaatar
Asia/Urumgi
Asia/Ust-Nera

le NTP client AsialVientiane
Asialadivosiok

r candidates Asialrakuisk

Asialvangon
AsialYekaterinburg
AsialYerevan
Atlantic/Azores
Atlantic/Bermuda
Atlantic/Canary
Atlantic/Cape Verde
Atlantic/Faroe

L
' ™
Save & Apply | QECICE)

Aales QLG s Sy adlaie e 5 -

B posS 3 |y 09 Joue pb oley oo (i 0o -

System Properties

General Settings Logging

Local Time  Sun Feb 18 05:16:55 2023 ( Sync with browser |

Hostname S1021-0FE6

Timezone utc

Sl Gl |, Save & Apply a3 ol Jloe!l lom -

Logging iz F-Y-Y-Y

ol 00l J.S..u ) sl als )'|
KiB e o 3L SV o5l : System log buffer size

s g SY : External system log server -
B 9 SY o, - External system log server port -

B 9 SY S5, 0 External system log server protocol -
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System Properties

General Settings Logging

System log buffer size 54
kiB
External system log server 0.0.0.0
External system log server port 514
External system log server protocol UDP

ool yonis B KIB e 5L SY o5l

External system log server protocol UDP

TCP

Time Synchronization _isu ,; f-Y-Y

ol 00 S5 5 Ceonnd ¥ 31 i

NTP client ;0,5 Jlé,e b Jls

NTP server ¢ls wuils

- Enable NTP client

: NTP server candidates

Time Synchronization

Enable NTP client

Dg g0 00l Hinled Lol gl 5 sl ald ¢ isw pl 05 Jlad &jeo 0

Time Synchronization

Enable NTP client

NTP server candidates

0.pool.ntp.org
1.pool.ntp.org
2.pool.ntp.org

3.pool.ntp.org
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Adminstration c...3 f-Y

63 [ & 51021-6FD3 - Administratic X | a _ o x
< @ A Notsecure  192.168.1.100/webui/admin/system/admin PRER>Q & =
@
$1021-6FD3
&
¢ b
Statie Web Server
@
_ System
© System Enable HTTP L
® Administration |I HTTP port 80
- Firmware Upgrade Enable HTTPS o
O]
Backup / Restore HTTPS port 443
v °
Reboot Redirect all HTTP to HTTPS
® I ivate IP: blic interf. o
- gnore private IPs on public interface
Services
Network
Account Management
Change password
Changes the administrator password for accessing the device.
Note: Password length should be 8-64 characters.
Note: Password composition can be any combination of upper and lowercase characters, numbers, and special
B3 characters that include ", "@", "#", "$", "%%","*", "&", "*", °(", and 7).
New password &>
v

Adminstration 5,z f-Y-)

Pl 00l oSS e Ceond V51 1B o) -
httpss http o5l Jd e b o5le Jd is : Web Server -

oy S hSu Account Management -
Web Server iz f-Y-Y

Sled Jd e b JW3 1 HTTPS s HTTP slo JSSg, ales (oo (idu ol )0 -

Web Server

Enable HTTP L
HTTP port 80
Enable HTTPS L
HTTPS port 443
Redirect all HTTP to HTTPS O
Ignore private IPs on public interface .

Ps on an

25
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.w‘odﬁd; p.@‘).‘i o)l.'l.m ;M)LCL:W‘)W)Q ol &.4.".’ S ygme W‘Lu LS‘)‘.’ LS‘ duq)f

S Colaw HTTPS & |, HTTP sl cunlss j0 aiilys co oy o2 -
(§ GaB0)asS 5L 1 Ll 590 &ye b https g http ;l eoliiwl &g 4o -
S o paw |, ERROR RFC 1918 050 b o Jd ailes oo i o2 -

Web Server

Enable HTTP L)
HTTP port 80
Enable HTTPS L
HTTPS port 443
Redirect all HTTP to HTTPS L)
Ignore private IPs on public interface .

Pre private (RFC1918) IPs on an

ntel 1as an public IP address

Account Management iz f-Y-Y

Account Management

Change password

Changes the administrator password for accessing the device.

Note: Password length should be 8-64 characters.
Naote: Password composition can be any combination of upper and lowercase characters, numbers, and special
characters that include "1", "@", "#", "$", "%%","~", "&", "**, *(", and °)".

I
New password saeee (D)
1 i e
Confirmation admin (D)

(o) (o)
Save & lj [ Save ) Reset
<o o JEDICED

Qe e |y 8095 0550 l8 (oo iSe (pl 0 -

aaled 9)l5 o)k « 9l S 1) () K0 JLSG a9y 35 Sy Sl -

Aled Jloel g 0,53 1) Glodats gz Hlai 050 Slodats Jlosl 31 s -

DS 00liusl 355 3 jgmy el Lialsl gl ol gl SIS 51 sl g
ool LB o5 clo SIS -
(|| ,II)" ’"-:Eé" ,II&II ,IIA|I’||-/'II ,||$II ’II#II ’Il@ll ’ll!ll
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Kenet

Firmware Upgrade .3 f-f

©

6 &) S1021-6FD3 | Kenet Serial - X [ (& $1021-6FD3

$1021-6FD3

System

Administration

< C © A Notsecure 192.168.1.100/webui/admin/system firmware PRE ®>Q & =

Status Firmware Upgrade

System Actions | Configuration

- Firmuare Up X | + Q - 0 x

Update firmware

To check for firmware update, click "Check for updates”.

Firmware Upgrade

Check for firmware update:

Backup / Restore

Reboot

& & 01 ® O B @ B 2

Services

Network

Flash new firmware image

Upload a image here to replace the running firmware. Check “Keep settings” to retain the current configuration
(requires a compatible firmware image).

Keep settings:

Image: Choose File | No file chosen

Flash image...

Fireware Upgrade _é,.. f-f-)

Dabes Gloy 59, 4l Jowe aslp ol oo (idu pl SSTL -

D el odd LS ) Ceond Y5 iSw ol -

Sy 39y 4 gy : Actions -

Sl 59y 4 Sledas : Configuration -

39> g0 (Sl yi9) 4 oy

MG Wiy b L6 oy Sl

Actions iz ¥-F-¥

Pl oad LSSy i 23 Y5l G onl -
: Update firmware -

: Flash new firmware image -

Update firmware iz f-f-v-)

WSS 09y 0y Joue e g 00,5 Sglilo 1) e Sl 59, 4 0939 Djge o -
Aaled Jol Jloobl &6 pal 4 Jae JLail 5l Glo, 59, 4 oy sln -
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Firmware Upgrade

I Actions |C0nﬁguraticn

Update firmware

To check for firmware update, click "Check for updates”.

Check for firmware update: Check for updates

Al ez ool lid led 4y ) dorbs Co il 4 Joue pw s pae Ojgo 0 -

[o=] @https:..";"192.168.1.10[].-’\.\.’9!: x l +
<

C A Mot securs 192.168.1.100/webui/admin/system/firmware/update

Bad Gateway

The process did not produce any response

Flash new firmware image s f-f-Y-Y

ol Gk 5l adlys (oo il axils Lzl ol Slajs, 4.IME gy L LI ST -
DS Gl gy 41y Jowe ¢ (i3

(S oswamles <l o o8 8 Sl 511, .IME wewy b LB -

MbwdyuwwImgwwb&bﬁwbwlo)@)o -

A5l (oo ¢ by ol by (Sluy gy w5l B8 ot wlenlas Lt gl iz o2 -

Flash new firmware image

Upload a image here to replace the running firmware. Check “Keep settings” to retain the current configuration
(requires a compatible firmware image).

Keep settings:

Image: Choose File | No file chosen

Flash image...




Configuration s f-f-Y

S oelai aslys oo oo cnl o Ty (Sl o) 4 bgrye Dleclais -

FOW PRV SR EEFUNICE J I
Dgd oo bl ol 51 S0e5 Sl 59 a5 Sl eyl : Upgrade URL -
Joe 5045 comul 0,5 Jlad e b Jled : Auto update -

J5ogs comslejb s - Update frequency -

Firmware upgrade

Actions Configuration

Upgrade Configuration

Upgrade URL hitps://repo teyfpardazan.ir

Auto update

Update frequency Monthly

Update frequency IMonthly
Daily
Weekly

Iy Sl pass Jlogl g0 0> iy 35 Lt i 090 Ol posd ploeil 5 s a5 asle 8 cds -
P led ol
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Backup / Restor . -0

63 [& 51021-6FD3 - Backup /Re: X | + Q _ O %
< C A Notsecurs  192.168.1.100/webui/admin/system/backup PREE>Q: & =
@
$1021-6FD3

B
N k

c Backup / Restore
®
_ System
(] System Backu P
® PR Click *Generate backup” to download a backup file of the current configuration files.
- Firmware Upgrade Download backup: Generate backup

p:
(C]
Backup / Restore ]
® Restore
Reboot

@ To restore configuration files, you can upload a previously generated backup file here. To reset settings (hostname, ..)

Services to default values after restore backup, check "Reset default settings”. To reset the firmware to its initial state, click

“Perform reset”.
Network
Reset o et
Reset default settings: [
Restore backup: Choose File | No file chosen
m f scrip

Backup / Restor &, f-0-)

el 4 oy s Slaglais Sl o iy ol ST -

Pl ol LS py Ceond V5l s ol -
Slowdass 1 laciay b ol : Backup -

oads azd § Slociy ledas Sl )55k : Restore -

Backup iz f-0-Y

DS (658 by Sledas jlaly so iou ) SeS a4y -

Backup

Click "Generate backup” to download a backup file of the current configuration files.

Download backup: Generate backup




Sl )T 5550 ogbils Caond jo . bAK wigey b LB Loty 1 olwl a8 Ol &g 4o -

Sy (50

All downloads

backup-51021-6FD3-2023-02-21.bak

https://192.168.1.100/webui/admin/system/backup/download_backup

Qpen

Downloaded to: Downloads

Restore iz f-0-Y

5 Sk s 55 oy 395 515 3,90 Slaslais oty B s oo i (nl S5 4 -
ales Jlos!
Dol o0l LSS oo yiSu Y1 -
S5 wledas a4 objb : Reset to defaults -
P i Sk & Sledass ciS : Reset default settings -
olesiy b6 okl : Restore backup -

Restore

To restore configuration files, you can upload a previously generated backup file here. To reset settings (hostname, ...)
to default values after restore backup, check "Reset default settings”. To reset the firmware to its initial state, click

"Perform reset".
Reset to defaults:

Reset default settings: [l

Restore backup: Choose File | No file chosen

Upload backup file...

Custom files (c scripts) may remain on the

system. To prevent this, perform a factory-reset first

Reset to defaults _zsw f-0-Y-)

Soles ol 1, Perform reset au ;5 o a0 polie & Sledas Slo,550 lp -
Sl a5 Sledas 4y Slo S5 s a8 ol adlg o -
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Reset to defaults:

Reset default settings _zse £-0-Y-Y

RGBS SLL 5l s e e (95 2 oy Sledat e (nl S 08 JWE L -
Dgd oo Jeel a5 Sloodass o P

Reset default settings: O

Restore backup s f-0-Y-v

2ok g Sbl ) 995 oo a8 )3 Loy wleaas LB asley oo i ol @b 5l -
Aled g9, 1,

Restore backup: Choose File | No file chosen

Upload backup file...

Custom files (certificates, scripts) may remain on the

system. To prevent this, perform a factory-reset first

Sy aiiley (B peaws jo Sl (S oB5law gl B ol asils a0 -
A all ) Gl )5 Glewdas 4y ob3L L <SG ol ol ool sl 6,08 ol

P RL Jore iz (59, 2 g 9w plsl ) Gleclas )b G weplss (0 a5 (Sh90 0 -
S,k J o as allins Jawe pb oS ol asils Hlas o e 0uS gl T30 1) Slepdass
f e s ) Joe pb ol bodi ¢ a2 0 o s Sloctiy LB Jow ol 4y ¢ aiivn
fosls Js |, Reset default settings cwd S5 L
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Kenet

Reboot s £-¢

63 [ &) S1021-6FD3 - Reboot [Ker X | T aQ _ o x
C G Schedule reboot APREE> & 4 =
S1021-6FD3 Auto Refresh On

Status RebOOt
System Reboots the operating system of your device
System
Administration
Firmware Upgrade
Schedule reboot
Backup / Restore
Reboot
Schedule a reboot on a daily, weekly, or monthly basis.
Services Note: Before enabling Schedule Reboot, please make sure the System Time is correct.
Network Current time Tue, 2023/02/21 10:28:24
Enable
Reboot option Reboot device
Repeat Every dav
Reboot time i - @

Save & Apply \‘_’ Save \3

e F-7-0
S sazme (gillel) 1y 095 Jae ailyy oo yidu | SS 4y -

Pl ool LS o8 Yl s ol -
saze (g3lasl ol : Reboot -

S by sazme (gjludl ol : Schedule reboot -
Reboot iz f-#-Y

DS sazme (gjll ol 1) 095 Jowe ol oo Reboot a3 Gl b -



Reboot

Reboots the operating system of your device

Schedule reboot s f-#-Y

DS el Jos some 3l oly gl 1) sazine ploj aly oo i o -

S el 1y 055 o abbaie ¢ iy ol Slanlas plosl ) 5 Sl 3V -

o0 plxil ) 5 Ul Sloj adlaie polais sl -
DS b Joae )5 bl azie -
S bl 1) System i 50 (5550 ¢« Canly Coos 5920 F 51 -

SuS Ol 1) System: s gie 5 ol System ouls 5L sl gie 5 )

S okl |, General Settings ise < System Properties cod 5l o -
s I3 Asia/Tehran bus 5l 0,50 Sy adlats g, |, Timezone -
arbos Bl |, Slolais Jlasl 5 0,055 4 Cled 53 s -
S dxxle System s System fas 4 aly e 5 380 Slsy gl -

System Properties

General Settings Logging

Local Time Tue Feb 21 10:39:25 2023 I( Sync with ’:-ro'-».s&r)l
Hostname $1021-6FD3
Timezone Asia/Tehran

il oals LSS o8 O 51 iSu ol -

B2 e pladly gl m b s oy : Current time -

s abes el ol il gile Jb pé b Jled :Enable -
saze g3l ol ) ldes g5 : Reboot option -

Saze (gilail oy 1S5 Slads e :Repeat -

saze 55lloly o yle; : Reboot time -

34



Schedule reboot

Schedule a reboot on a daily, weekly, or monthly basis.
Note: Before enabling Schedule Reboot, please make sure the System Time is correct.

Current time Tue, 2023/02/21 11:42:56

Enable
Reboot option Reboot device
Repeat Every dav
Reboot time e C ]

S ley sazme (g3l ol ol F-£-F

S mela (S e 3b) s s, 2 1) 095 Slej adlae -
Sled JLd 1) ol poo an S by 4

Enable

il 00l oy 25 g3lail ol £ Y WS et 1) 095 (s3Il ol g4
Jous saze (551l ol : Reboot device -

oyt s 4 aSls Sleulats same Jlo S5l : Restart network -

Reboot option Restart network

Reboot device
Repeat Restart network

AS ez |y 1SS Slads e o5l (gom Ced o -

alje, -

Sl -
S’.. M -

Repeat Every day
boot time Weekly
fMonthly

ol sy ailyy, el 4y zlasl asd gow al> o )0 wilyg ) O jao 4 il O a0 4o
Saled oylg 1y a5 0500 ey g el cel 6l (69, cunl S ¢ loy bl 6l




Current time Tue, 2023/02/21 11:54:21
Enable o

Reboot option Restart network

Repeat Every dav |
Reboot time --re- --E

ly, or monthly basis.
boot, please make sure th

12 56 P

01 57
Current time
02 58
Enable 03 59
Reboot option 04 00
Repeat 05 01
Reboot time B----0

Ssled QL 1) 095 a5 v aan glo g, duilys o tams JI 3 s o, [1,ST Slads S
S i [y 095 a5 0590 Loy J3 al> 5o aiile

Repeat

Day(s) of week

Reboot time

Weekly

Sunday a Monday a Tuesday a Wednesday
a Thursday Friday a Saturday

—— o - @

oe5 Hai 550 aan sla 39, Auilyl o Kian g, wlive (pp ailale O jso 4 GGl O ja0 o

36
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Repeat Maonthly

Day(s)  M1st Oond Card Dath Osth Oetn
CO7th Osth Ooth O1oth D11tn Oiz2th
O13th C14th Masth Dt 17tk
O1sth C1oth C2oth D21tk O 22th
O23th C24th Casth C2eth K27tk
O2sth C2oth Czoth ™31tk

Reboot time ]

S Lo g 0,33 1 i il e ol o a5 Canl S a4y aY -

‘s ™
| Save & Apply I\ Save /'

SERVICES iz -0

9 oo 42315 Jowe SERVICES iy yme & i oyl o
S$1021-6FD3
SERVICES iz sbs o O-)

Status Serial Ports s -

System SNMP )

Services ol T
Serial Ports Ope nVPN Wé -

SNMP

VPN

Network




Kenet

Serial Ports c3 O-Y

(@]

2 & 01 @ 1 © B @ 3 2

51021-6FD3 - Serial Ports | X | + Q _ O x

C | A Notzecurs  192.168.1.100/webui/admin/services/serialports PREE >0 & L =

S$1021-6FD3

Port1:RS232  Port2: RS485
Status

System Serial Ports
Services
Serial Ports Below is a list of serial ports and their current state

SNMP Name Interface  Serial Settings  Flow Control Mode Protocol Started  Enable

VPN Port]  RS232 96008 N 1 None Tep Clien - Profocolfranspar @

TCP Serv Protocol-transpar

Port2  RS485 96008 N1 None
er ent

5o O-Y-)
s o 4]l RS232 5 RSA85 (ols &0 ypel s oSl i ol -

ol 00l JS85 5 A V51 -
RS232 oS Slaslass :RS232 -
RS485 sun Sy wlaskass . RS485 -

RS232 &5 wleodas -Y-Y

38
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Port1: RS232  Port2: RS485

Setihl Ports

Below is a list of serial ports and their current state

Name Interface Serial Settings Flow Control Mode Protocol Started Enable
Portl  RS232 96008 N 1 None ce E‘ie” P'm"cos‘:tm”‘”a’ No ¢
Portz  RS435 96008 N 1 None TP Serv - Protocoltranspar g @

D9l o0 00l Gales Ll sl 2 s 0y « RS232 gony S i o 5L 3 e -

Port1: RS232  Port2: RS485

Port1 - RS232

The Serial Port Configuration section covers settings of the serial port such as serial settings and operation modes.

Serial Port Configuration

Serial Settings Application

Baudrate 9600
Databits 8

Parity None
Stopbits 1

Flow contral None

109 o0 ol pj idu ¥ 4 RS232 &gy gunn Sy Slendas -
RS232 &g ise N Slenlas : Serial Settings -

RS232 cass Gledas su,50 : Application -

Serial Settings 5w 0-Y-Y-)

Serial Settings I Application
Baudrate 9600
Databits 8
Parity None
Stopbits 1
Flow control MNone

el oo LSCas el O 5l s ol -



ol Jols &5 : Baudrate -

Syl s (Ca) Jsb : Databits -

Lo Jo )l moras coo : Parity -

oo bl saisS asuin Coo : Stopbits -
Lo o, Jyus : Flow control -

Aold uL?u..:‘ J;ls ) ).:OLM Baudrate s o -
Aol o VYoo IV 5l polie ol -

Baudrate 9600
110
Databits 300
600
. 1200
Parity 2400
43800
Stopbits
14400
19200
Flow cantrol 38400
57600
115200
230400

il oo Sl BB Lus Job lp e car Ag Vs P50 i ¥ -

| Databits |

Parity

~ o | o

Stopbits

Swd ol B ;5 polis Parity cwud o -

oo ol LB o) ollas et gl e (g — 9,8 — g5« Slie ¥ -

sl

Parity None

Stophits Odd
Even

At ol BB 5 polis Stopbits cuwd o -

Bl (oo DIl BB Lo bl lpe s Vo) ke ¥ -
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1
Flow control 2

At bl BB 5 polie 56 Flow control e o -
JB ob,> S sl RTS/CTS — XON/XOFF- Jlade cygu ¢ jlade ¥ -
Awd ol
&30y :RTS/CTS -
&8l e : XON/XOFF -

Flow control None
KON/XOFF
RTS/CTS

Aasles QL) Jlesl g 0,53 las 090 Slodas o S 5l o -

Application iz 0-Y-Y-Y

2l Gglite sla Gisu MODE ald @ az g b i ol -
TCP CLIENT -
TCP SERVER -

TCP CLIENT cJl> 6-Y-Y-Y-)
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Serial Por

Serial Settings|

Configuration
Application
Mode TCP Client
Protocol Protocol-transparent
TCP keep-alive L)
Inactivity timeout 60
Connection timeout 20
Client connection timeout 10
Connection control Persistent
Destination address1 0.000
Destination port] 0
Destination address2 0.0.0.0
Destination port2 0
Destination address3 0.0.0.0
Destination port3 0
Destination address4 0.0.00
Destination portd 0

1558 oo lie sl ald s opl o

Protocol

TCP keep-alive
Inactivity timeout
Connection timeout
Client connection timeout
Connection control
Destination address1
Destination portl
Destination address2
Destination port2
Destination address3
Destination port3
Destination address4
Destination port4




bl s |y Jlasl caslgs 0 g « Connection timeout s o
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Siwd ol B 5 polie Protocol cwd jo

SS9 5l Jows 5 oUlgs

: protocol transparent
: modbus gateway

tcp ip Modbus «, modbus rtu Lo

Protocol-transparent
ProtocoHransparent
TCP keep-alive Modbus gateway

Q5L oo g5l Jled 8 TCP keep-alive cwd

tep anls il o5 onsy sl TCP ay (sl 0,90 Jlu)

TCP keep-alive

ool fme | cdled pac o « INactivity timeout cad
Sl Sl BB sl APFe e e o5l sl

Inactivity timeout 60

el Sl LB a4 Fee JIY o5l

Connection timeout 20

Siwd 8L, BB 5 polae Connection control ced o

: Persistent

palae
: no data available

Sg>g0 03l yguu
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Connection control

I Persistent

Destination address1 ©on Data Available

oS 1y p5 polie (lgs oo )dl ¥ slil oo s (ol oleil e o -

S,5

Jabe ol : Destination address -
daie Osyg : Destination port -
Destination address1 0.0.0.0

Destination port1 o
Destination address2 0.0.0.0

Destination port2 0
Destination address3 00.00

Destination port3 0
Destination address4 00.00

Destination portd 0

TCP SERVER &Jb> 6-Y-Y-Y-Y

Serial Port Configuration

Serial Settings Application

Mode

TCP Server

Protocol

TCP keep-alive

Inactivity timeout

TCP port

Max. connections

Protocol-transparent

Send TCP keepalive packets

60

0 - 86400 second(s), Use 0 to persist connection

t connections

Siwd ol BB 5 polas Protocol cwd o -

Protocol-transparent

ProtocoHransparent
TCP keep-alive Modbus gateway

Q5L oo g5l Jled B TCP keep-alive cwd

tep ands psls o5 onsy ol tCP ats (gl oy90 Jlo)l -




TCP keep-alive .

Caled Uy | codled sas s « Inactivity timeout cod 5 -

Inactivity timeout 60

WSS oylg 1y e G wL TCP port cwed o -

TCP port 4001

s | haite SIS slaws o i « Max connections cwd j» -

ool Gl BB codS F 1Y slaws -

Max. connections 1

2
3
4

RS485 & ,4 Slogdass -Y-Y

Ceond EDIT S9y 2 ¢ 0 w‘) u.o.w)‘ Sl ‘_ngsum?U u—" Sledass R 4 999 Lg‘)"
ssles Ll RS485
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Port1: RS232  Port2: RS485

Serial Port

Below is a list of serial ports and their current state

Name Interface Serial Settings Flow Control Mode Protocol Started Enable
Portl  RS232 96008 N 1 None TCPClien  Protocoltranspar @
Port2  RS485 9500 8 N 1 None Tcpefe"’ P'°‘°°°e"ﬂ‘tra“pa’ No $

Swles Sl PORT2:RS485 (55, o« ammio (oYL 5l aiily oo lods (pui o

Dgd oo 03ld oles el sl 15 s 0oy « RSABS (gui Sy yisw (o 3L 51 e




Port1: RS232 | Port2: RS485

Port2 - RS485

The Serial Port Configuration section covers settings of the serial port such as serial settings and operation modes.

Serial Port Configuration

Serial Settings Application

Baudrate 9600
Databits i3

Parity None
Stopbits 1

Flow control Nene

D95 (o0 el ) Giow ¥ 4 RSA85 &g g Sy wlelas -
RS485 &g ise IS wledas : Serial Settings -

RS485 _aass oledas gan,So : Application -

Serial Settings _isw 0-Y-Y-)

Serial Settings Application
Baudrate 9600
Databits 8
Parity None
Stopbits 1
Flow control None

il ool LS el O 5l s ol -
SleMbl Jols # 5 : Baudrate -
Syl Los (e Jsb : Databits -
Lo Jlo,l zooeal cas : Parity -
oo bl eoisS Lastive Coo : Stopbits -
Loo b, Jyas : Flow control -
Diwd ol BB 5 nolie Baudrate cuwld o -
Aol oYY Fee IVl polie ol -



Baudrate 9600
110
Databits 300
600
. 1200
Parity 2400
43800
Stopbits
14400
19200
Flow control 38400
57600
115200
230400

il (oo QL BB Lo Jsb ln e San Ag Ve P9 0 lada ¥ -

| Databits | 8
5
Parity G
7
Stopbits

oo bl LB L) slas pemead (gl e ess — 9,5 — za) ¢ i ¥ -

sl

Parity MNone

Stopbits Odd
Even

At bl BB 5 polis Stopbits cuwnd o -

il o bl BB Lo (bl glpe e Vo) ¢ laie Y -

Stopbits 1

Flow control 2

Aied oSl BB 5 polie 5 Flow control cud o -
s ol BB oL ,> S 6l « XON/XOFF- laie fygus o jlaie ¥ -
&l cs  :XON/XOFF -
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LFlowcontrol | None
XON/XOFF

sl Bl 1) Jlasl g 0,058 0l 5 90 Slaglass gk Sy 5 o
Application iz 6-Y-Y-Y

Syl Sglie slo iz MODE uls a4z g b 2o (4l

&S byl s sle lade wilgs o MODE
TCP CLIENT -
TCP SERVER -

TCP CLIENT cJl> 6-Y-Y-Y-)

Serial Port Configuration

Serial Settings. Application

I Mode TCP Client
Protocol Protocol-transparent
TCP keep-alive .
Inactivity timeout 60
Connection timeout 20
Client connection timeout 10
Connection control Persistent
Destination address1 0.0.00
Destination port1 0
Destination address2 0.0.00
Destination port2 0
Destination address3 0.0.00
Destination port3 o
Destination address4 0.0.0.0
Destination portd 0

S oo lade gl ol ise pl o -
Protocol -
TCP keep-alive -
Inactivity timeout -
Connection timeout -
Client connection timeout -




Connection control -

Destination address1l -
Destination portl -

Destination address2 -
Destination port2 -

Destination address3 -
Destination port3 -

Destination address4 -
Destination port4 -

At ol BB 5 polis Protocol cuwud o -

ISSgy 5l St )57 SUlgs . protocol transparent -
: modbus gateway -

tcp ip modbus 4 modbus rtu Lo

Protocol-transparent
ProtocoHransparent
TCP keep-alive Modbus gateway

Q5L oo g5l Jb 8 TCP keep-alive s -

TCFP keep-alive .

Smbled e 1) cudled sae )l < INactivity timeout cwld o -
Lol Gl BB asl APFe e JIe o5l sl -
S ool Jlast pelas gl 51 -

Inactivity timeout 60

Aol e | Jlasl cenlgs o clge « CONnection timeout cod o -
ol bl LB ast g JIY oLl -
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Connection timeout 20

S 8L, BB 5 polie Connection control cwd o -

pole

: Persistent -

s9>g0 00ls 90y :nO data available -

I Connection control

I Perzistent

Destination address1 ©on Data Available

el 1) 25 oo Olg oo 3 ¥l oo 2 nl el Cend 0 -
S,5

Jabe ol : Destination address -
dade g : Destination port -
Destination address1 00.00

Destination port1 0
Destination address2 0.0.0.0

Destination port2 0
Destination address3 0.0.0.0

Destination port3 0
Destination address4 0.0.0.0

Destination portd 0

TCP SERVER &Jb> 6-Y-Y-Y-Y

Serial Port Configuration

Serial Settings Application

Mode

TCP Server

Protocol

TCP keep-alive

Inactivity timeout

TCP port

Max. connections

Protocol-transparent

0 to persist connection

rent connections

Siwd bl BB 5 polas Protocol cwd o




o1

Protocol

TCP keep-alive

Protocol-trensparent

ProtocoHransparent
Modbus gateway

Q5L oo g5l Jb 8 TCP keep-alive s -

tep ands sl o5 onsy sl TCP as (gl 0,90 Jlw)l -

TCF keep-alive .

cowles e 1y el pae oyl « INactivity timeout s o -

Inactivity timeout 60

85400 second(s

Use O to Persist connection

SS lg |y Gye G L TCP port cwd o -

TCP port 4001

e 1y e S slass oy i « Max connections cues o -

Ao les

ol Sl LB oS F Y sl -

Max. connections 1

Serial Ports _zse oIS 0-Y-f

oz |y Jlesl 50,053 b 53 RSA85 § RS232 sla i 5| Sy pp loglass plonil 5l amy -
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Serial Port Configuration
Serial Settings Application

Baudrate
Databits
Parity
Stopbits

Flow control

Back to Overview

9600

None

None

Save & Apply Save

Aaled Ol o)bgn | Jlosl g 0,53 S50 ,b 58 0,50 Sy 50,5 Jad 5l oy e -

Serial Ports

Below is a list of serial ports and their current state

Name Interface Serial Settings Flow Control
Port1 RS232 96008 N1 None
Port2 Rs485 96008 N1 Naone

Mode

TCP Client

TCP Server

Protocol

Protocol-transparent

Protocol-transparent

Started Enable
v [o

No ( ]

Save & Apply ( Save >|




@' G | &) S1021-6FD3 - SNMP |Kene X | + Q _ O x
< C © A Notsecurs  192.168.1.100/webui/admin/services/snmp EE® >0 & & =
@
$1021-6FD3 Logout
&
2 Status SNMP
(M Guctem
o Services Agent settings
— Serial Ports Enable SNMP service
C SNMP 1P family 1Pvd
VPN Port 161
C]
Network SNMPY1 <
@
SNMP2e L
2

SNMPV3

System settings

Migfile  ( Download )

Name $1021-6FD3
Location Unknown
Contact email@domain.com

Users

SNMP 00 0-¥-)

3L oo Simple Network Management Protocol o )le caase -

Sledlbl sl 3 a5 oSl a5 el Application aY sla JSSg, 51 So SNMP SS9, -
ol il (o TCP/IP S50 5l (tand @l )0 5 05 oo olmyl 4y ol o |y (2 oo
3 ol 098 (oo oolitul aS sl Sy pae 5 S gl Sl (remg ssb @ S5
3,5las s ISl B aiS oo spe SNMIP USSs 0 1) 395 s0udsy lsupss el g0
SNMP S35 5l aseesd as il Jlo 13 1353 0l3 Sy psiile sl 33l i oSS 4 ]
SNMPv3 3 SNMPv2 SNMPV1 s ls 54>

258 (oo o3lainl (55,5 jeiile sl piie Gie cnl 3l -

098 (0 0015 gl )l (53,5 sguiile Sz K00 oy g ead €85 iow 1M g s S -

il ool LS g e O 1 -

ooisles Ologlass : Agent settings -

s Lot :System settings -
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U :Users -
SNMP axsl> : SNMP community -
SNMP IPV6 assl> :SNMP IPv6 community -

Agent settings s O-Y-Y

ol ool LSES p ide £l s ol -

SNMP gy 58,5 Jlad : Enable SNMP service -

IP ool g5 :IP family -

JUEHRVEGINY :Port -

sl RFC o a5 csl SNMP aseis gl o] :SNMPv1 -
ol 00 g 23 VYOV 5 VYO o las

a5 Ceol SNMPVL ooy a5 a0 asews :SNMPv2c -

> 5 IOl by, e oSG g9 5l a5 o g0 o g9, SlslE sl il ate
sl 00l 5 di jlows a5 (I MIB Lo
SNMP aseis 0,31 g o 5 cpol a5 oyl :SNMPv3 -

Agent settings

Enable SNMP service

IP family IPvd
Part 161

SNMPv1

SNMPw2c L

SNMPv3

rels 1y ol gg ¥ le o IP e o -
. IPfaminI IPv4

Port IPvE
IPvdvE

System settings s 0-Y-Y

el ol Sy su bl s ol -
D¢ oo oolatwl L .mib sgbls 4l : MIB file -



oK b : Name -
oKiws s )5 : Location -
oo LbU L bls ol : Contact -

System settings

MiBfile | ( Downloac )

Name S1021-6FD3
Location Unknown
Contact emall@domain.com

sl 09250 8 j550 10 Lo 5lo Dgbils Caond jo coul dglils L8 -

Downloads

D =1021.mib
Download complete

Clear Show more

Users s 0-Y-f

ged Sopda |y 09290 () 6 Ay iz o g 90l Byl )5 Gl (o0 iSu cnl o -

D9 g0 A pi sl oy a4 S Jea Sledbl -

JEpILgPE :Name -

25 (el o . Security level -

Cogh >l g : Authentication type -

OS> 13> £ : Privacy type -

o s Sl : Access mode -

8 oo Jd e b Jled .Enable -
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Users

Below is a list of SNMPv3 users.

Ao (YU Coond o 0SS adlol aules 0 aS (60,5 pbc alS o cvaline a5 b len

el 00 oalo u,...al.o;

25 sl s .Enable -

P o i s : Security level -

oy > : Access Mode -

23500 oyt )5l as Mib asls s . MIB subtree -

1ol 00l iy 15 el mhaws Y < Security level gsw o -

Security level Mo authentication / No privacy

Mo authentication / No privacy

Access Mode Authentication / Mo privacy
Authentication and privacy

FIE

: No authentication / no authentication -

N R P NP [EE PR E

Name Security level Authentication type Privacy type Access mode Enable
This section contains no values yet
Name ( Add )
gl (o0 p) (§ axbo 3)ls lai Syge S AL (g I ey
SNMP user
ho3j
Enable
Security level Nao authentication / No privacy
Access Mode Read-only
MIB subtree




S7

: Authentication / no privacy -
oA P H9h 9 Suse 3T
: Authentication and privacy -
woyra> my> b g Zuge s>l
el 0 iy 5 SleMbl &) w yiwd zhaw 3,50 ¥ < ACCess Mode sy o -

oylgs Lais : Read-only -
b g ouilg>  : Read/Write -
Access Mode Read-only

Read-only
MIB subtree Read/\Write

AJU[?L».)‘JLo.C‘jo)..?o65)).tc).|a.nb)9.oo)‘5.oul.>:u|)‘w -

Users

Below is a list of SNMPw3 users.

Name Security lavel Authentication type  Privacy type  Access mode  Enable
he3j Mo authentication / No privacy - - Read/Write L]
Name | Add |

S Ghalng ) QUE bl L g 0sS” Jld e 1y (Jad ()5 e sl (oo iz o0 -
SNMP community s 0-Y-0
3yl 13 IPVA L5l sl ol cood opl yo -

Sl a8 518 15y ]y eges g gogat sl Gleie Lo, VL Jous -
il ol JS25 5 e i 5l e (ol Sy -

pb : Community name -
P o :IP address -

o s S : Access mode




Sl Oyg0 4 paass S g seges (i Oledals (ialpg lp sl an S s ee -

el 00l ds

SNMP community
Below is a list of SNMP communities.

Name IP address

public 0.0.0.0

private 127.0.0.1

Net mask Access mode
4] Read-only
32 Read/Write

Jooz seges it 4 bgiye a5 ol s, po €dit an 5 g5, conl (B il g sl

Name IP address Net mask Access mode
public 0.0.0.0 a Read-only “:j
private 127.0.0.1 32 Read/Write Edit

1l dalgm eole Giuled el (sl 3 0yt v

SNMP community

Community name
IP address
Net mask

Access mode

public

0.0.00

0

Read-only

wamled Glalpg |y 25 sle ol ailyy oo Lo

pb : Community name

IP U”")b‘
S~ & 3 k:vaQ . ‘E’ Y s“gu.
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. IP address
- Net mask

: Access mode




b o ylo 1y 5 cdl> Y Access mode o> -

Accass mode Read-only
Read-only
Read\Writa

AsS bl |y Jlagl g 0,023 a8 L LG o

G.owuoum.byﬁASJs\wo))oedlt4...3)565)@\315&])496@ -
Aled OBl ¢ Jgu

Name IP address Net mask Access mode

public 0.0.0.0 a Read-only

Edit

Wl aelgm ool Gisled Led (sly 3 0,oe

SNMP community

Community name private
IP address 127.0041
Net mask 32
Access mode Read/\Write

sles Glalpg 1) 5 sle abd odly o lo -

NE : Community name -

IP )0l :IP address -

A g Cawld Caonnd ¥ S5 :Net mask -
oy Al : Access mode -

wSb e o 1y 5 cdl> Y Access mode o> -

Access mode Read-only
Read-only
Read\Write

AS bl ) Jleel g 0,53 a8 i LG o -




SNMP IPv6 community iz 0-Y-#

Sl LEIPVE b3l slo ol Coond ol ,s -
el 438515 e (al 50 (segee 9 (ogat la plpe bk, T L (o -
il ol JS25 05 la g 5l e (ol Sy -

b :Name -

Eo :Source -

o o > : Access mode -

Al Ojg0 4 paass (iSu g eges i Sledals (ialpg lp sl an S s ee -

el 00 Al

SNMP IPv6 community

Below is a list of SNMP IPv6 communities.

Name Source Access mode

public default Read-only

Edit
private default Read/Write “

Jsi (seges (idu &y bgyye a5 Jol oy po @dit 438 (o5, ol (3 alps 6l -

.Jﬁl.o.; ;'Jl?.ﬁ».;‘ ‘) ¢ Cond

SNMP IPv6 community

Below is a list of SNMP IPv6 communities.

Name Source Access mode

public default Read-only E
private default Read/Write “

s aslys ools Gioled Led sl pj 0pmmiy s -
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SNMP community

Community name public
Source default
Access mode Read-only

el Glalpg 1y ) cle ald oy o led -
LLs,leb :Community name -
IP )0 :IP address -

s e Al : Access mode -

b o s 1y 55 cJl> Y Access mode cJl>

Accass mode Read-only
Read-only
Read/Writa

S bl |y Jlasl g 0,055 4z 35 Laas bl o

6‘090 ,.‘ou" > ) LJ“")"ﬁ OH-Y-7-Y

ngmuumbby)ﬁASJj‘wo))Qed|tM;ng)w“_élswi‘fjdba -

Aales Ol ¢ Cand Jga

SNMP [Pv6 community
Below is a list of SNMP IPv6 communities.
Name Source

Access mode

public default Read-only

Edit
private default Read/Write w

W ..\.(5‘9} osls u».ng Lous LS]J'.’ R O9TR o )
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SNMP community

Community name private
Source default
Access mode Read/\Write

el Glalns 1) 5 b ald adlys oo Loy
L3, et :Community name -
P 0l :IP address -
s e Al : Access mode -

Sl oo Lo ) 55 <> ¥ Access mode cJl>

Access mode Read-only

Read-only
ReadWrite

S bl |y Jlasl g 0,055 4z 35 Lz bl o
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VPN coons O-¥

(e}

69 | & $1021-6FD3 - OpenvPN | X | + Q _ O x

(& A Notsecure  192.168.1.100/webui/admin/services/vpn/openvpn EEOEP>Q: A &

$1021-6FD3

OpenVPN  IPsec  PPTP
Status

System OpenVPN

Services

Serial Ports Instances
SNMP Below is a list of configured OpenVPN instances and their current state

VPN Name Enable Started Start/Stop Port Protocol

Network This section contains no values yet

2 & 01 @1 9 B 9@ T 9

Name Client configuration for an ethemnet bridge VPN (add )

e )
G (o) (o)

VPN 5,50 0-Y-)
Jaie sl g0 Eolis g ool b (sliad G a1 Lo 4l s> 0 Virtual private network -
Syle plais! (logs 4y g a5 aeawe Jlil o gl 5l cogas 4l G ) Lol wuS

ol 00 JS85 5 A Y51 -
Open Source : OpenVPN

IP Security : IPsec

Point-to-Point Tunneling Protocol : PPTP

OpenVPN JSGg, O-T-1-)

L Lole pimmns il ;5 5 25 o ooliil (OPEN SOUTCE ) jb aute (slasislesss 51 -

3,8 oolial oy 51 )5 o b sbge g
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2ol o9 5k e Jdo g ol 092y Basms Al pled Sl g S po -
2o oo Al 5 4 500, el JSSgpn pl 4o (Sl plaS

OpenVPN | IPsec  PPTP

OpenVPN

Instances
Below is a list of configured OpenVPN instances and their current state

Name Enable Started Start/Stop Port Protocol

This section contains no values yet

Name Clignt configuration for an sthernet bridge VPN [ Add )

el 00l LSCAS 05 Ceend 75l i (nl Jgu -
el : Name -
g Jlad :Enable -
A5 0,90 VPN o9 Jad b Jled cunsg :Started -
S E9pi g By :Start/Stop -
Sy :Port -
SBsl JSSs, 45 : Protocol -
R o ey )0 09,5 ALSl Caand )5 i (Sl 4 VPN 55 ailal sl -
) 00,5 a8Lal a3 e 5 09,5 DLl ) Jlas 5590 £53 518 3550 0L )0 5l oy
doles ol

MName Client configuration for an ethemnet bridge VPN [{ Add .\:'
Client configuration for an ethemet bridge VPN . -

Client configuration for a routed multi-client VPN

Simple client configuration for a routed point-to-point VPN
Server configuration for an ethernet bridge VPN

Server configuration for a routed multi-client VPN

Simple server configuration for a routed point-to-point VPN

] Ol BB diged Oygo 4 > 7 -
Client configuration for an ethernet bridge VPN -
Client configuration for a routed multi-client VPN -

Simple client configuration for a routed point-to-point VPN -
Server configuration for an ethernet bridge VPN -
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Server configuration for a routed multi-client VPN -
Simple server configuration for a routed point-to-point VPN -

IPsec JSGq, 0-Y-)-Y

s JSSg, 3l s acgommo 4 a5 cunl IP Security o le oot obisS 5 caisa IPSEC -
S @L"‘"‘*"’ ‘) IP Y 2° o 4 u—‘" Jél-:d"g oo; o)l..i’;‘

9 2SS (Sie e «agn 5l cpa VPN (65995 )0 00 S jolay IPSeC -
S50 L8 oolatwl 0,90 Py i sl 4l jo allS o o

OpenVVPN] ' IPsec | PPTP

IPsec

Instances
Below is a list of configured IPsec instances and their current state

Name Enable Mode Remote endpoint Status Connect Disconnect

This section contains no values yet

Name ( Add )
Secrets
ID Selector Type Secret
This section contains no values yet
(add )

el oy JSLa5 Lol o ¥
Instances -
Secrets -
il o0 LS5 53 olexe Vol Instances coud Jgo> -

pb :Name -
oog Jbd cunsg : Enable -

> :Mode -
s 0, 5l gL akia - Remote endpoint -

Coardy : Status -
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Jlasl caasg : Connect -

Jlasl pas pas Courdg : Disconnect -
el 0als LSES 5 lge VoI Secrets cuwd Joos -

Sl awlis : 1D Selector -

€ :Type -

0, :Secret -

PPTP US55, O-Y-)-Y

VPN QL!ol.fs)l)onl@LaJS@ﬁLﬁ)SWQIBQUSGB)'!G&{PPTP -
g go ool
&S 1o lawgs el Point-to-Point Tunneling Protocol caass PPTP -

MPPE 55,5 L 5 oo ool Siligh (clys a5 Cansl o0s slomyl Cdlusg Sl

D9 oo (6,105 50,

OpenVPN  IPsec | PPTP

PPTP

Instances

Below is a list of configured PPTP instances and their current state

Name Server Status Reconnect

This section contains no values yet

Name ( add)

Pl 00 JSAT o Slie ¥l A Gl Jgar -
ol :NAME -

59 oy : Server -
Cardy : Status -

wd g0 4 ddme Jlail Caxsg ey :Reconnect -
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51021-6FD3 network o

Status Dgds oo A1y Jaue NEIWOIK isu 8y 4 idu ol )0

System

network _izu sl coond #-)

Services

Network Interfaces cwd -

- DHCP and DNS ¢ -

DHCP and DNS

Hostnames cwd -

Hostnames

Diagnostics DiagnOStICS A.M =
Firewall

Firewall ceod -

Interfaces cwd £-Y

p
(©) M a _ o x
< C | A& Notsscwre 192.168.1.100/webui/admin/network/network RE® >0 8 & =
@
& $1021-6FD3 Auta Refresh On
@ LAN
Status
Y System Interfaces
[~} Services Protocol: Static address
_ Uptime: O 14m 126
Network Lo IAC: AC:9A:20:3B:6F:D3 - N .
® = R 466.88 KB (4169 Pkts.) ( Restan ) son )n
Interfaces s T 883.59 KB (2500 Pkts) —
= Pd 192.168.1.100/24
Se {40000 e 12
® T . 215 000380044 121/60
© Hostnames (Add new interface... )
Diagnostics
® g

Firewall

Global network options

IPv6 ULA-Prefix fd00:aa00:4e41::/48

ey
s o TG

Interfaces 5,e0 #-Y-\

] (60 S0 g oy BB Joe LAN &gy ledlbl e iz ol o -
f ] ool LSS gy Cend V5l iz ol -

LAN -

Global network options -



ADD NEW INTERFACE -

LAN s #-Y-Y

ol 0l oSS Ceond Y51 -
LAN lasie oledbl -
Cawly Ceoms LAN J 05 slo auSs -

LAN _slaseie Sledlb] $-Y-Y-)

LAN L JS5g, : Protocol -
oo Jud ol :Uptime -
LAN &6, MAC ! .MAC -
Ls:;'éli’-)Q LQLaa PKs Q‘)'.:.A :RX -
b_lLu) Lghb PKs Q‘}t‘:“ ITX -
?W‘)JBIP u».:)b‘ :IPv6 -
Pfa?cco: Static address
LaN VAC ACSAZD3BED3
= R 1.52 MB (13400 Pkts.)
;’;D T¥: 293 MB (9579 Pkts.)
|Pvd: 192.168.1.100/24
|PvE: fd00:aa00:4ed1::1/60
LAN S le aaSs F-Y-Y-Y
LAN sae (s3la5l ol : RESTART -
LAN collad cadgs .STOP -
LAN sl EDIT -
LAN i : DELET -

RESTART _jisw #-Y-Y-Y-\

Sgd oo LAN &g sazme Jladl cel ido o) -




LAN

. Interface is reconnecting...

eth0

Sd oo gl ol loaze LAN cules o -

Protocol: Static address
Uptime: Oh 1m 39s

LAl MAC: AC:9A:20:3B:6F:D3
=l - 2.00 MB (17047 Pkts.)
:;D TX: 3.78 MB (12893 Pkts.)

|Pvd: 192.168.1.100/24
|PvE: fd00:aa00:4e41:1/60

STOP s $-Y-Y-Y-Y

20,8 oo LAN clled ooy el iso ol -

Sel o 00l Gialed gy jlaie ply an ¥ cpl Ol O jg0 o -

Configuration has been rolled back!

The device could not be reached within 30 seconds after applying the pending changes, which caused the
configuration to be rolled back for safety reasons. If you believe that the configuration changes are correct
nonetheless, perform an unchecked configuration apply. Alternatively, you can dismiss this warning and edit
changes before attempting to apply again, or revert all pending changes to keep the currently working

configuration state.

|, APPLY UNCHECKED az35 s lo |, LAN igs susd oS 90 ;5 -
REVERT a3« Joe cnl oilo,S5k sl @50 0l 5 o saaled Sl
ales Ul |, CHANGES

b Lot b3l oS Sl 1) APPLY a5 oS 590 50 ol axals i s -
09d oo S Jue

EDIT sy $-Y-Y-Y-¥

Qg 0 0l LAN Slewdass iso 4y a5 ol Gl g0 (o



@' 63 & 51021-6FD3 - Interfaces | X | + a - o X
< & A Notsecure  192.168.1.100/webui/admin/network/network/lan EE®>Q: & & =
@
| (-
(o) LAN
Status
Bl system Interfaces - LAN
(~] Services On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the
names of several network interfaces separated by spaces. You can also use VLAN notation INTERFACE.VLANNR (e.g.: ethd.1).
- Network
®
Interfaces X .
- Common Configuration
® DHCP and DNS
General Setup ~ Advanced Settings  Physical Settings  Firewall Settings
2 Hostnames Status 5 Device: ethd
me: Oh 14m 27s
& Diagnostics C: AC:9A20:3B:6F:D3
3.25 MB (26311 Pkts)
— 6.99 MB (22190 Pkts.)
jrona Pu4: 192.168.1.100/24
Py fd00:aa00:4e41::1/60
Protocol Static address
IPv4 acldress 192.168.1.100
IPv4 netmask 255.255.255.0
1Pv4 gateway 192.168.1.1
IPv4 broadcast
Use custom DNS servers 192.168.1.1 (@)
IPv6 assignment length 60
Assign a part of given length of every public IPv6-prefix to this interface
IPv6 assignment hint
v

ool 00l S5 55 A0 23 V5l G cnl -
Common Configuration -
DHCP Server -

Common Configuration zsw ;5 #-Y-Y-¥-Y-)
SO PRV K VX JUVICR S5 JCUUN: BV B
8 oledas : General Setup -
saass ledas  : Advanced Settings -
Sopd Y Slegas : Physical Settings -
FIREWALL iz oleas : Firewall Settings -

General Setup iz #-Y-Y-Y-Y-1-)

Syle 18 s pl o IS olelas -

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings




T P L&w WIS LgUb Cound )‘ O ) u-l‘ -
Status -

Status £ Device: eth(
Ugtime: Th 15m 43s
MAC: AC:9A:20:3B:6FD3
R¥: 2,14 MB (18907 Pkts.)
TX:3.26 MB (11718 Pkts.)
Pyd: 192,168.1.100/24
PyiE: fd00:aal0:ded 101/60

Protocol -
ol | Se> Al e [SGg Atj‘y‘sa&&qw‘)b

Protocol Static address

Static address

IPv4 address DHCP client
Unmanaged

DHCPvé client
IPv4 netmask PPP

PPtP
IPvd gateway PPPoE

IPv4 address -

DS Gialpg sl oo |y Joe § il g 1P oo

IPvad address 152.168.1.100

IPv4 netmask -
S Dbl aglgs e |, NETMASK

IPvd netmask 2552562550

IPvd gateway 255255.0.0
255.0.0.0

IPv4 broadcast — custom —

IPv4 gateway -
WSS il g ol o 1) 095 IP GATEWAY

|Pvd gateway 19216811

IPv4 broadcast -

71



3,51, s¢> BROADCAST 1 IP ool alys oo

IPvd broadcast

Use custom DNS servers -
5 S (gl (oblaw apalss o) 555 DNS 3
A ooliiul Caand ol
I, 595 DNS 0l oo + Codle 4335 (59, o305 b
DS sl

Use custom DNS servers 192.168.1.1 )

IPv6 assighment length -
bl ol 4 | IPVE sogee wigin yo Job 5l a5

IPv6 assignment length 60

Assign a part of given length of every public IPv6-prefix to th

s interface

IPv& assignment length

64

disahled
-- custom -

IPvE assignment hint

Ascinn nrefix narts nsing this hexadecim

IPv6 assignment hint -
Sgdon e dalid ol 5loolainl b 1) Wguinn Cod

ans olais! Ly ol (sl JlogesslySa

IPvb assignment hint

Assign prefix parts using this hexadecimal subprefix |D for th

s interface

72




IPv6 suffix -

e ! olas’ QUIBA" lowe yolie 1o bl ik

73

v LY asle el

S 5l Cmatbicid” sl IPVE wgiy a5 oK
Aiile) Mg 3l gl co 8l 0 oS HlaSTg g
IPv6 (‘a:b:c:d:1’) Lwjol LSis gl (V'

.A::.;S Os)l.é.:.«d‘
[PvE suffix =1
Optional. Allowed values: "euibd’, 'random’, fixed value like 0 2
When IPvE prefix (like "a:b:c:ds’) is received from a delegating server, use
the suffix (like :1°) to form the |PvE address (‘a d::1") for the interface

Advanced Settings _isw #-Y-Y-Y-Y-)-Y

Dyl 18 e (pl o paadd lelal -

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings

w‘owwf)sbmdﬂwd‘ -
Bring up on boot -
Do ) oo, Jud

Bring up on boot &

Use builtin IPv6-management -
IpV6 I=ls Zo poe sl eolazul

Use builtin IPv6-management @

Force link -
Jlasl 1 16 Sz o5 Jl
pebas g ol @ axgi g 1) Laly sl S
JrsS (Jol> e soolayg) ed pudas ST oS
C(aisS i jlaxl ) W als sle cas
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Force link

Setinterface properties regardless of the link carrier (If set er sense
events do not invoke hotplug handlers).
Override MAC address -
Override MAC address AC:9A:20:3B:6F:D3

Override MTU -
MU g 5L

Owerride MTL 1500

Use gateway metric -
031950 S yie oolau]

Use gateway metric

0

Physical Settings s #-Y-Y-Y-Y-)-Y

Syl 18 sl o aSl (SO Y wleda -

Common Configuration

General Setup Advanced Settings Physical Settings

Firewall Settings

:w‘ OM ‘S o e )J), L_SLQ . '9' ).‘ EX :' ) C)‘{‘ -
Bridge interfaces -
e il i o brifge G sl

Bridge interfaces

creat

M

s a bridge over specified interface(s)

Interface -
o sl
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Interface & eth0

Interface & eth0

"~ Ethernet Adapter: "erspan0”
ﬁ'_: Ethernet Adapter: "eth0" {lan)

&~ Custom Interface:

Firewall Settings _jsw #-Y-Y-Y-Y-\-f

Syl 8 mse cpl o asls Firewall ololas -

Common Configuration

General Setup Advanced Settings Physical Settings

Firawall Settings

Jlopl el jarass -

Create / Assign firewall-zone
/ 9 lan: | lan: g% -

the firewall zone you want to assign to this interface. Select
o remove the interface from the associated

field to define a new zone and attach the interface to it

one or fill out

slx! firewall zone < auilys (oo e 59,550 b i

oo -

DS amads b g oS

Create / Assign firewall-zone

lan: | lan: @~

unspecified

lan: | lan: g%

create:

DHCP Server zsw 55 #-Y-Y-Y-Y-Y




SN PRERYICELTONN S 25 JOUR RN

B oledas : General Setup

waass ledas - Advanced Settings
IPV6 ololas IPv6 Settings

General Setup iz #-Y-Y-Y-Y-Y-\

Syle 18 sl o ‘SISUL..Q.E...,

DHCP Server

General Setup Advanced Settings IPvE Settings

:w‘ OA.»::J ‘”S & e ﬁ), LSLQ . '9' ).‘ & :‘ ) C)—’“‘ -
Ignore interface -
ot il (58,5 ool

lgnore interface

Disable DHCP for this interface

Start -

Start 100

[
3
-
=
=)
]
3
[=
=)
18]
Q
1N
o]
i¢]
(]
p1 e
=
18]
el
il
2]

Lease time -
dhep jg,m wg ip olais! by Gowe



Lease time 12h

Expiry time of leased addresses, minimum is £ minutes

Advanced Settings iz #-Y-Y-Y-Y-Y-Y

D)l 18 e nl o paads lelas -

DHCP Server

General Setup Advanced Settings IPvb Settings

el 00l LSCis 2 sl Ceond )" gt Q‘i‘ -
Dynamic DHCP -
253 1P (s g 595 JUb

Dynamic DHCP [

namically allocate DHCP addresses for clients. If disabled, on ents
aving static leases will be served.

Force -
ol 0 Iy DHCP g olulis 6,50 jgm ST o>
RSy 6)1-:-?‘ Al

Force

F twork even if another server is detected.

DHCP on this n

D

L&)

IPv4-Netmask -
DS cgisb | b i 4 o0 Jlw,l Netmask
(oo dnlmo 395 oo )l a5 gl A5 5 5l Ygane

YW

IP

=

-MNetmask

E

i
N
=
]
-
o
]
)
c
5]
=4
[1e]
(=]
=
—
1}

Owerride the netmask sent to ¢

subnet that is serw

DHCP-Options -
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Jo 6y casS iy 5 |, DHCP _oLo (gla 435
DNS (gla gm0 45 "£VAYAFAYN N AVAPAY Y
WS oo g Gl i ol 1) Al

DHCP-Options

clients.

Define additional DHCP options

for exam
which advertises different DNS se

ple

rvers to

IPv6 Settings iz #-Y-Y-Y-Y-Y-Y

Syl 18 s el 0 IPVE clalas

DHCP Server

General Setup Advanced Settings

IPvE Settings

el 00l LSCis 2 b Cwond )" ] Q-.’.‘ -

Router Advertisement-Service
&° ool IPV6 )15055 ‘Sﬁl.’)w 9 Lg.\.u)iu 6‘)“

S0
Router Advertisement-Service sarvar mode
disabled
DHCPvB-Service server mode
relay mode
NDP-Proxy hybrid mode
DHCPv6-Service -
IPVE Lawsgs ,S045 1P awass gy
DHCPvG-Service sarver mode
disabled
NDP-Proxy server mode
relay mode
hybrid mode

DHCPvG-Mode

NDP-Proxy

78




4 Neighbor Discovery Protocol S5,
e sl ad 0 wluen (glo (e (e bLS)

AJSAM‘)O)‘B)QUBMBASGA&J

MODP-Proxy disabled
disabled
DHCPvB-Mode relay mode
hybrid mode
Defaniti= stateless + sfatetl

DHCPv6-Mode -
dhcpvb 5,5 cll> s
.~ stateless + stateful o,as, <>

DHCPve-Mode stateless + stateful
stateless

stateless + stateful
stateful-only

re default router

Always announce default router -
g Sl G oS @del (B2 i ) Olye @
SOLS o s 53 (hges Ngduy

Announce as default rout

Always announce default router

Announced DNS servers
DNS servers . las

Announced DNS servers g

Announced DNS domains
DNS domains .las

+

Announced DNS domains L

ADD NEW INTERFACE _z5y #-Y-Y

oS o ooliul Cead oyl 5l ayax INTERFACE (0,5 il gl -

79
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( Add new interface...

et

Y
|
g
s

29) 0 2 Ao 4 A S cpl OBl -

9 1B @ B ° ©

®

& QO ©

62 [ 51021-6FD3 | Kenet Serial - X | +

< C

A Notsecure  192.168.1.100/webui/admin/networkyiface_add
$1021-6FD3

Status Create Interface

System

Services Name of the new interface

Network

Note: interface name length

Protocol of the new interface

Create a bridge over multiple interfaces

Cover the following interface

( Cancel )

Static address

= erspanQ

N
8 & =

el 00l S ) Cend ¥l -

Name of the new interface -
0z b il sl b Ll

Mame of the new interface

Mote: interface name length




Protocol of the new interface -
o> b il sl SS9 amads

Protocol of the new interface Static address

Static address

bridge over multiple interfaces DHCP client
Unmanagad

DHCPv6G client
PPP

PPtP

PPPoE

Cover the following interface

Create a bridge over multiple interfaces -
Ll, cpais ol bridge G sl

Create a bridge over multiple interfaces @

Cover the following interface -
Gt gl oSl s ax Jold s sl oyl

Cover the following interface &~ erspand -

. Ethernet Adapter: "erspan0”
&= Ethernet Adapter: "eth0" (lan)

s Custom Interface:

Global network options s #-Y-f

Bed (soges slo S -

Global network options

IPvE ULA-Prefix fd00:aa00:4e41::/48




Kenet

DHCP and DNS c.3 #-Y

©

< (] G DHCP and DNS

$1021-6FD3

Status

System

Services

Network

Interfaces

DHCP and DNS

Hostnames

Diagnostics

& @ 01 @10 B 9 F 2

Firewall

63 &) S$1021-6FD3 - DHCPand D X | +

DHCP and DNS

Dnsmasq is a combined DHCP-Server and DNS-Forwarder for NAT firewalls

Server Settings
General Settings ~ Advanced Settings

Domain required
Authoritative

Local server

Local domain
Log queries

DN forwardings
Rebind protection
Allow lecalhost

Domain whitelist

Q o X

EE® > A L =

o efros on

L)
9
This is th DHCR in th t
fan/
lan
ocal domain suffix appended t P file ent
lests
)
Allow up sint for RBL

ihost netflix com

v

82

DHCP and DNS 5 20 #-Y-\

Dgdh oo soi,Sw dhep gdns ¢ isu cpl o -
ol ool LS py G Bl s ol -

Server Settings -

Active DHCP Leases -
Active DHCPv6 Leases -

Static Leases -

Server Settings iz #-Y-¥

I PRV R WA 2y Comnd 5 Y j‘ g Q‘l‘ -
General Settings -
Advanced Settings -

General Settings <3 £-Y-Y-\

Syl 18 sy pl o IS olelas -



Server Settings

General 54

ttings Advanced

Settings

el o0l LSS ”").3)’6& M“'.ﬂ -

Domain required -
2SS 0,4l9,98 DNS-Name o051, DNS slaceslys jo

Domain required .
Don't forward L -Requests without DN5-Name
Authoritative -
Authoritative .
This is the o DHCP in the local network
Local server -
Jlo)l 35,0 asals (pl L gllas slapl dowe asels Olaseive ¢ Jo gm0
Kgd oo J= Hbyme L DHCP (sla L6 5l ladd g wigds od
Local server Nan/
Local domai ecification. Names matching this domain are neve
orwarded and are resolved from DHCP or hosts files only

Local domain -
ul‘)‘” J.il.é 6&5 59959 9 DHCP Lgl.%b r:l.; LY ‘5L>bo dold .)45...“.: Sé?m Q,,o‘o

Local domain

Log queries
D g SYSlOg jo 1, 8L ,0 DNS sla cunlgs o
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Log gueries

m
i

o,
i

ved DMNS reguests to syslog

DNS forwardings -
b Cuslys o Jlos,l sl DNS (elo g s Cand

DNS forwardings

fexample.org/10.1.2.3 (+ )

List of DINS sen

1]

orward requests to

Rebind protection -
2,13 LS 1, cuwo¥L RFC1918 slagewls

Rebind protection Y

Discard upstream RFC1913 response
Allow localhost -
Lglﬁ JLM Q‘B—L“ FUPRWLY )'L?bo VYVooio /A oogaznae 4o I) Ls.';..»o&lg le.{aé.ml.;
RBL &leos
Allow localhost .
Allow upstream responses in the 127.0.0.0/8 range, e.g. for RBL services
Domain whitelist -
.Mdso ‘) RFC1918 LgLchL» o}L’?‘ FLY ‘SJLQML) w).et.‘)
Domain whitelist ihost.netflix.com .i + j.
List of domains to allow RFC1918 responses for

Local Service Only -

Local Service QOnly 9
Limit DNS service to subnets interfaces o ch we are serving DNS




Non-wildcard -

ple oyl 609 fate ol sl aad o] 4 Lais

MNon-wildcard

Active DHCP Leases iz #-Y-Y

dhep Jbs sl plas! Jgo> -

il ool LSCaS 5 e YU Jea 51 -

oo r:l.?
IPV4 .0l
mac ol

ip Lolaxs! 5lenile 3L ol

: Hostname -
: IPv4-Address -
: MAC-Address -

: Leasetime remaining -

Active DHCP Leases

Hostname IPv4-Address

DESKTOP-VC413)T 192.168.1.220

MAC-Address Leasetime remaining

AQBC:FD:DCHT:44 Th 45m 50s

Active DHCPV6 Leases iz #-Y-f

NISNE
ipvéa .,

dhep olas! anls

ip olaxs! 5l owle 3 bs;

: Hosthame -
. IPv4-Address -
:DUID -

: Leasetime remaining -

Active DHCPv6 Leases

Host IPv6-Adcdress

DESKTOP-VC413T fd00:aa00:4ed1:1c0/128

DUID Leasetime remaining

000100012a697b1fa08cfddcb744 7h 49m 56s




Static Leases iz #-Y-0

dhep g, 5l £,61p el olais! -
ol 0 S5 05 g £ L gor 51 -
ows pbs : Hostname -
mac .ol : MAC-Address -
ipv4 ., :IPv4-Address -
ip solais! jlonile 8L b : Lease time -
dhep colais! anlis :DUID -
Jhwwol Ko & g0 4 Pv6-Suffix : IPv6-Suffix (hex) -

Static Leases

Static leases are used to assign fixed IP addresses and symbolic hostnames to DHCFP clients. They are also required for non-dynamic
interface configurations where only hosts with a corresponding lease are served.

Use the Add Button to add a new lease entry. The MAC-Address identifies the host, the IPwd-Address specifies the fixed address to
use, and the Hostname is assigned as a symbolic name to the reguesting host. The optional Lease time can be used to set non-
standard host-specific lease time, e.g. 12h, 3d or infinite.

Hostname MAC-Acdcdress IPv4-Address Lease time DUID IPv6-Suffix (hex)

This section contains no values yet
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63 | &) 51021-6FD3 - Hostnames | X | +

2 & 01 @ 1 9 1B @ T @

Hostnames

Host entries

Hostname

This section contains no values yet

IP address

297 ANS 55 (Pl 1P G 4 o Cele Sy ol b arass

S5 oo il e gl JB sy S anF ol 095 5l e

il oo Lo 1y 55 a8 Y as sas LSis Host entries cud 51 isu ol

Hostname
IP address
QS 8Ll ) 093 (509,9 sla sBiws @A 43T o5 b awly o Lo (pi> o

Hostnames cwd #-¥

Save 8 Apply \CSave)l




Host entries

Hostname IP address

DS 0ylg |y 0g5 La5 ae ol 0l oo hOStname cud o -

O pdas sy cpl Glp |y 095 LA ae iP eyl 0l oo ip ADAress cand o pi> ob -

IP address

192.168.1.220 (DESKTOP-VC413JT lan)
192.168.1.100 (51021-6FD3.lan)
-- custom -

QS BAs 1y s, el aly e delete o) 15 oo conly Cons 5l -

SS obksl wb 1, save & apply aus 5 s -
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Diagnostics ceod £-0

e}

62 | &) 51021-6FD32 - Diagnostics | X | +

4 (&) G Diagnostics

$1021-6FD3

Status

System

Services
Network
Interfaces

DHCP and DNS

Hostnames

Diagnostics

& & @ ® 1 08 9 o 2

Firewall

Diagnostics

X

Unsaved Changes: 5

Network Utilities

teyfpardazan ir

Pva ~ (“Ping )

teyfpardazan ir teyfpardazan ir

IPvd | Traceroute \ ‘<|\5|°°FJD>‘

DS eolatwl 0l o ol cue Glp (iSu cpl

Db o Lo 1y 55 ald ¥ as sas JoSzs Network Utilities cod 51 ise ol -

Ping

At o 1S oS S
Traceroute

RS RGH WOVAPE S

Nslookup

ol ol 6o ye el aals S o (gl el
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Firewall c3 #-¢

@ 63 | &) 51021-6FD3 - General Sett X | + Q . 0O x
<

C G Firewall BB ® > A L

1

O]

$1021-6FD3

General Settings  Traffic Rules

&
LJ
Status
[?j System Firewall - Zone Settings
° Services The firewall creates zones over your network interfaces to control network traffic flow.
Network
© Interfaces General Settings
@ DHCP and DNS Enable SYN-flood protection L
Ea Hostnames Drop invalid packets
@ Diagnaostics Input reject
Firewall Qutput accept
Forward reiect
Zones
Name Zone = Forwardings Input Output Forward Masquerading  MSS clamping
lan lan = L ACCEPT accept accept accept
(E ]

&{

Save & Apply \ Save I
A

firewall _é,x0 #-7-)

Sl plosl BB Joe Jlg b b bgs o Olandaid (6 ,5uSs Cad () o -

c Xl ooy I3 accept g, b iow den SToole (I3 58 o Ojeo o Oleudas -
LS e 5 gy Jlgpl

1] 00 Ls.iw; LY gy Ceomnd YL)"‘ ’”?UL)"‘ -

Zone Settings -
Traffics rules -
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Zone Settings iz #-7-Y

General Settings | Traffic Rules

Firewall - Zone Settings

The firewall creates zones over your network interfaces to control network traffic flow.

el ol S5 3 s Y5 Lise ol
General Settings
Zones

General Settings _zso #-7-Y-\

SYN-flood 5,5 Jls : Enable SYN-flood protection

rizo b sla atus 0,5 la, : Drop invalid packets

603)5 : Input
9> : Output
RV : Forward

General Settings

Drop invalid packets

Enable SYN-flood protection o

Input reject
Output accept
Forward reject

raiwd ol BB 5 sls als forward g output g input sle isu o

30,5 3, : Reject




39,5 Jogu8 : Accept
o505 o, : Drop
Input drop
Cutput drop
accept
Forward reject

g o0 0010 Linled Ceowd oyl o L ZONE sy

zone  jisu F-F-Y-Y

Name Zone = Forwardings Input

Output Forward Masqueradin,

il 0als oSS lgie Vol oS o cnnline a5 job len

el
s zone o5 colow
5999

=9

ol Coloa
Masquerading <L .o,5 s
MSS clamping < LB ;o5 s

:Name

: Zone Forwardings
: Input

: Output

: Forward

: Masquerading

: MSS clamping

aws cJl>- ¥ o ulg o |, forward ¢ output g Input sle ise iz 02 -

RVEX A JE AW

92
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Input Output Forward

accept

accept accept

rejact
drop

edit iz F-5-Y-Y-)

g (o0 Culad 5 (g azmio a4 3S ol QLT I Gy -

©]

® 1O @& §© B °

& & 0

=]

<

6 51021-11B6 - General Sett X

C A 1ot sscure

Status

System

Services

Network
Interfaces
DHCP ai
Haostnames
Diagnostics

Firewall

4

192.168.1.100/webuifadmin/network/firewall/zanes/cfgo2dea1 REE>Q: A

General Settings  Traffic Rules

Firewall - Zone Settings - Zone "lan”

Zone "lan”

This section defines commeon properties of "lan". The input and oufput options set the default policies for traffic entering and leaving
this zone while the forward option describes the policy for forwarded traffic between different networks within the zone. Covered
networks specifies which available networks are members of this zone.

General Settings Advanced Settings

Name lan
Input accept
Output accept
Forward accept

Masquerading
MSS clamping

Covered networks lan: &2 .

Inter-Zone Forwarding

The options below control the forwarding policies between this zone (lan) and other zones. Destination zones cover forwarded traffic
originating from “lan’. Source zones match forwarded traffic from other zones tar id . The forwarding rule is unidirectional, e.g.
a forward from lan to wan does notimply a permission to forward from wan to lan as well.

Allow forward to ones: -- please select - L3

it




W‘OMJ&f}MY}‘Edlt u*"-’ -
Zonelan -
Inter-Zone Forwarding -
ool JSis gy Gise ¥ ojlzone lan sy o> oo -
General Settings
Advanced Settings

General Settings .3 $-£-Y-Y-1-\

s Jlosl (B 55 ologlass i ol o -

N : Name -

$29)9 :Input -

Ty : Output -

ol Colua : Forward -
Masquerading :y,5 Js : Masquerading -
MSS clamping ;5,5 Js : MSS clamping -

fouls Jols slo bl : Covered networks -

Zone "lan"

This section defines common properties of "lan”. The input and output options set the default policies for traffic entering and leaving
this zone while the forward option describes the policy for forwarded traffic between different networks within the zone. Covered
networks specifies which available networks are members of this zone.

General Settings Advanced Settings

Name lan
Input accept
Output accept
Forward accept

Masquerading
MSS clamping

Covered networks lan: &2 .

G Sledas 0y o convert network s o x> wo -
AS ol |

94



Covered networks lan: 5 .

lan: &%

Ulereate:

Advanced Settings coo.d £#-£-Y-Y-\-Y

it Jloel BB 55 Slesdass pdu ol o -
Restrict to address family -

P (wyol 95 Crmens

RTTICTT aVvdlTd e TTETWUTES e TITETTTIETS O s Z0TTE.

Advanced Settings

Restrict to address family IPv4 and IPvé
IPv4 and IPvE
asguerading to given source subnets IPv4 only
IPvE anly
eradina to aiven destination subnets 0.0.0.0/0 4

Restrict Masquerading to given source subnets -

Restrict Masquerading to given destination -
subnets

Force connection tracking -

Enable logging on this zone -

Zone "lan"

This section defines commeon properties of "lan”. The input and output options set the default policies for traffic entering and leaving
this zone while the forward option describes the policy for forwarded traffic between different networks within the zone. Covered

networks specifies which available networks are members of this zone.
General Settings
Restrict to address family IPv4 and IPvé
Restrict Masquerading to given source subnets 0.0.0.0/0
Restrict Masguerading to given destination subnets 0.0.0.0/0 C+)

Force connection tracking

Enable logging on this zone

ue Enable logging on this zone isw 0,5 Jlaé &j90 0 -

WOg g0 00l inled 53
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Enable logging on this zone o

Limit log messages 10/minute

Inter-Zone Forwarding cee..d #-£-Y-Y-\-Y

iz Jlosl B 5 Sloss a5 ol > -
Allow forward to destination zones -
dado 4>l 4 Jlojl sk ol
Allow forward from source zones -
o 4l 51 (Jlol 5L o5l

Inter-Zone Forwarding

The options below control the forwarding policies between this zone (lan) and other zones. Destination zones cover forwarded traffic
criginating frem "lan’. Source zanes match forwarded traffic from other zones targeted at "lzn". The forwarding rule is unidirectional, e.g.
a forward from lan to wan does not imply a permission to forward from wan to lan as well.

Allow forward to destination zones: -- please select -- @

Allow forward from source zones: -- please select -- =

delete iz #-#-Y-Y-Y
DS B> |y zone lan oy oo oo Gise ool 5l eolaul b -

Traffic Rules iz #-5-Y

General Settings | | Traffic Rules

Firewall - Traffic Rules

Traffic rules define policies for packets traveling between different zones, for example to reject traffic between certain hosts or to open WAN
ports on the device.

TSI I W T Wty Ry o Y )‘ o u—" -
Oled Sl s : Traffic Rules -
0ds 5L sla &g : Open ports on device -

source nat oldee :Source NAT -
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Traffic Rules _zso #-#-Y-)

el Gioled b oo iy 5 slo Rule « coad cpl o -

ol oo JuSCis 5 sla ald 5l asu ol -

Nk : Name -
S Gk (815 098 nl b a5 (Sl s :Match -
Slles :Action -
Ooges Jlad e | Jlad : Enable -
Traffic Rules
Name Match Action Enable
This section contains no values yet
Open ports on device sy F-F-Y-Y
FB (ool g iws o3l Jlg 118) olSws (59, 00l 5L slo Oygn yidu ol jo -
el 00l LSS 2 sl uls )'| e T L}:‘ -
pb :Name -
IS, : Protocol -
P ESRY : External port -
ol | add s o 1y el aules Sledbl el S« o )5 aslsl ol -
Open ports on device
Name Protocol External port
New input rule TCP+UDP ICE
(Fadd}

i OBl BB 5 oylee ¢ U9 Cond o -




Protocol

TCP+UDP

TCP+UDP
TCP

UDP
Other..

Sy yyamao add  an T (g5, OBl g oad aiules gla wld oS 5y Sjge o -

Al dlgz ool gioled Ll

@ 63 | & 51021-11B6 - Traffic Rules | X | + Q _ 0O x
< ¥EEEQ & L

1H

(5 A Mot secure  192.168.1.100/webui/admin/networky/firewall/rules/cfg0492bd

o)

Unsaved Changes: 6

S1021-11B6

Firewall

General Settings | Traffic Rules

Source zone

Week Days

B
D)
Status
Bl System Firewall - Traffic Rules - r1
Q Services This page allows you to change advanced properties of the traffic rule entry, such as matched source and destination hosts.
- Network
®
o Interfaces Rule is enabled
© DHCP and DNS Name r1
@ Hostnames Restrict to address family IPv4 and IPvé
@ Diagnostics Protocol TCP+UDP

(output) -

Source MAC address any
Source address any
Source port any

Output zone unspecified =
Destination address any
Destination port any

Action accept
Extra arguments
B asses a arg e with care

-- please select - =




add s $-F-¥-Y-)

oo Sl 1y ol o, ,S Lol wad as gl rule wledas sl 4 coond cpl o -
A3l

i pebalS g lpg BB p50lee -
Rule is enabled -
sl iy o5 RUle 3,8 Jlesd

Rule is enabled

Name -
N

Mame r

Restrict to address family -
IP 2 oyl 55 50,5 Sgumxe

Restrict to address family IPv4 and IPv6
IPv4 and IPvb
Protocol IPv4 only
IPvE only
Protocol -
SS9
Protocol TCP+UDP
Any
Source zone
TCP
UuppP
re MAC address ICMP
-- custom --

Source zone -

lose U



Source zone

Device (output) -

MAC address

ource address

Source port

Device (output)
Any zone (forward)

lam: [ lan: g2

oy

Source MAC address -

lae MAc w0l

Source MAC address

Source address

Source port

any W

ADBC:FD:DC:6T:44 (DESKTOP-VC413JT lan)
AC:SA20:50:11:B6 (31021-11B6.lan)
-- custom --

Ty

Source address -

L\.».o u,u)b‘

Source address

any v

Source port

Cuutput zone

192.168.1.100 (51021-11B6G.lan)
192.165.1.220 (DESKTOP-VC413JT lan)
-- custom --

T IJFJ‘EL-I’I L=

Source port -

EESNPRNE

Source port

any

Output zone -
6?)15 d.¢.>l.'»

Output zone

stination address

Destination port

Action

unspecified .

unspecified
Lrve Tone
AMY Zone

lan: [ lan: g%

accept

Destination address -

100




Destination address any
Destination port 192.165.1.100 (51021-11B6.lan)
192.1658.1.220 (DESKTOP-VC413JT lan)
. -- custom -
Action =

Destination port -

WQ)%

Destination port any

Action -
Sldes

Action accept

drop
Extra arguments

rejact
don't track 5.

Extra arguments -
ip tables 4 aslal sla yul )b Lo

Extra arguments

Passes additional arguments to iptables. Use with care

Week Days -

s sy g,

Week Days -- please select - -
T
t :
on s CMonday
me (hh:mm:ss) DTuesday
[wednesday
me (hh:mm:ss) DThursda}r
UFriday v

Mwyyy-mm-dd)

Month Days -
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olo slo 59,

Source zone

[ha
hs

Source MAC address
s
Source address Lhy
[he
Source port [
20
Output zone 21
22

Destination address
23
Destination port [124
[as
Action [J2e
27
Extra arguments C2a
[29
30

Wesk Days
31

Menth Days -- please select --

Start Time (hh:mm:ss) -
Eors oboj
Stop Time (hh:mm:ss) -

abgi e

Start Date (yyyy-mm-dd) -

E9rs b
Stop Date (yyyy-mm-dd) -

Adgs b

Start Time (hh:mm:ss)

Stop Time (hhimm:ss)

Start Date (yyyy-mm-dd)

Stop Date (yyyy-mm-dd)

Time in UTC -
Utc %“"*""ﬁ ULA)

Time in UTC




et iales LG traffic rules isy o olodas Jloel 5l G -
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Traffic Rules

Name Match Action Enable

Any tcp, udp

i - s N T DY
rl From any host in wan Accept input . l\ ~ /,“\ v ‘/lﬂ

To any router IP on this device

Source NAT iz #-7-Y-Y

el gai S LB Source NAT wledass psu opl o -
il oaly JoS25 5 slo alid 5l a5l -
el : Name -
ke : Match
Jes : Action
Jbd,us | Jled : Enable

Source NAT

Source NAT is a specific form of masquerading which allows fine grained control over the source IP used for outgoing traffic, for
example to map multiple WAN addresses to internal subnets.

Name Match Action Enable

This section contains no values yet
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5L 050 slo Ll g b i3l 65 =Y
JouiS L bl )| sla Sf580 0 5 V=)

als agalys 5 sle 53 o3 51 oo @ gl b Jase JouiS IS gz -

Puty -
Termit -
Hercules -
Realterm -

aples 2L ;0 ol colu 5l 358 sla 1580 055 5 S5 5o ailes o et -

Joo b JgusS Ll | olol 0gu Y-
.A...sLo).e J..pb- JL_..Q.H Sg> sl )9?.‘)‘) an%‘@;)ﬂ -
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aled b1 ol (Bree slo 158 5 51 (S g -
bl e 095 138l e yo )y oledlbl -

Select a senal line

Serial line to connect to |CD|"-"|'I |

Corfigure the sedal line

Speed (baud) 115200 |
Data bite E |
Stop bits |1 |
Parity None v
Fow control HONSXOFF w

device s | Jlobl (sl il 03,5 QLI (i 1) 355 COM &5 o5 wples 235 -

Awoled Jol Jlebl 393 COM &g sae 5l 9 00,5 5L 1, POrts isw o9 s.0elS Manager
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https://www.putty.org/
https://termite.software.informer.com/3.4/
https://www.hw-group.com/software/hercules-setup-utility
https://realterm.software.informer.com/2.0/
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% Device Manager
4 g Storage
= Disk Management

ijﬁ Services and Applications

» Hurnan Interface Devices
» =@ IDE ATASATAPI controllers
» I Jungo Connectivity
» Keyboards

» 8 Mice and other pointing devices
» [ Monitors

> I3 Metwork adapters

v & Ports (COM & LPT)

| 8 Communications Port (COM1) |
ﬁ Intel(R) Active Management Technology - SOL (COM3)

=1 Drint nuenes

DS 5L 1y 095 158l 8 5 Jle i dxis coals (SO polae 50,5 wudais 3l e

Category:

@ PuTTY Cenfiguration

-3
*

[=I- Session
Logging
) Teminal
- Keyboard

. Bell

- Features
- Window

- Appearance
- Behaviour
- Translation
[#- Selection

- Colours

[=I- Connection

- Rlogin
- SUPDUP

Help

Options controlling local serial lines |

Select a serial line

Serial line to connect to oM

Configure the serial line

Speed (baud)

Data bits

Stop bits

Parity None ~
Flow control XON/XOFF ~

Open Cancel

D9l (0 03ld inled Lo (gl () olow azman cCOM Jlowo i 50,5 53U 5

WS Jeog o (pl jo ) 095 Joue (5

Al dlg ool Jioled el (gl g ) dorio ¢ Joww 50 Jlasl 3l e
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1w aelg ool ioled Lads (gl )y Cledbl a5 0sS oo cunlive

Jows uid
Joe USS JU
Joe 158l Cdes ddvud

lan &4 Mac .0l

2, 2yt aw dl> e 4 enter oS 505 b led ens

Saled ojlg |y Jowe b il joue 505 9 6255 o6 b e al> o (0l jo

admin

kenet

: Boot loader
: Uid

:Sn

: Hw

. Eth mac

PPN CGE

P )

Sy |y enter ods cul (B oul aiaS polie (40,5 59,5 o,lg 5l
Cslads yaal 3 gl >l oolal g oads 3b Lo (gl Jowo JouS lame Colys o
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- reset-configuration

Al aolg |yl jaiws g ols aales lis Lol au 1, soly « YU jaiws 50,5 o)l Cawsyd S0 j0 -
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